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While much focus currently is on Western sanctions pertaining to Russia, recent action by 

the FCC should be a reminder that national security concerns in telecommunications are not 

limited to Russia.  On March 16, the FCC, in a unanimous vote, revoked Pacific Networks Corp.’s 

(“Pacific Networks”) and its subsidiary ComNet’s Section 214 authorities.  Much like the previous 

revocations of Section 214 authority for China Telecom and China Unicom, the order found that 

Pacific Networks and ComNet posed national security threats because they are subsidiaries of a 

Chinese state-owned entity.  The entities, the FCC concluded, are subject to exploitation, influence, 

and control by the Chinese government and are likely to comply with intelligence requests by the 

Chinese government.  The Commission also concluded that further mitigation measures would 

not adequately address national security and law enforcement concerns, citing the companies’ 

failure to adequately respond to requests for information and its inaccurate statements to the 

Commission and other government agencies.  

 

The order directs the companies to discontinue any domestic or international services that 

they provide pursuant to their Section 214 authority within sixty days following the order’s release.  

The FCC rejected claims that more time was needed to discontinue ComNet’s retail calling card 

services and wholesale international direct dial service, and Pacific Network’s international VPN 

services.   

 

What it Means for Telecommunications Carriers 

 

The FCC’s actions underscore the continued – and bipartisan – concern that national 

security issues have in telecommunications today.  Chairwoman Rosenworcel promised that the 

FCC soon would issue an updated list of Covered Equipment that is deemed to present national 

security concerns.1  She also promised action on last year’s proposal to update the FCC’s 

equipment authorization rules to bar authorizations to companies that pose national security 

 
1 The Commission updated the Covered List on Friday, March 25, 2022.  Public Notice, Public Safety and Homeland 

Security Bureau Announces Additions to the List of Equipment and Services Covered by Section 2 of the Secure 

Networks Act, DA 22-320 (rel. Mar. 25, 2022), https://docs.fcc.gov/public/attachments/DA-22-320A1.pdf.  This action 

added three entities, including China Telecom (Americas) and China Mobile to the Covered List.  Carriers receiving 

federal USF funding are prohibited from using the funding to acquire or maintain equipment and services from these 

entities.   

https://docs.fcc.gov/public/attachments/DA-22-320A1.pdf


 

 
4894-4497-2824 v.3 000117/08397, 5:11 PM, 03/30/2022  

concerns.  Commissioner Carr urged the Commission to conduct a “top to bottom” review of all 

telecom companies affiliated with China and publish a list of all entities “owned or controlled by 

Communist China.”   

 

The FCC’s response may not be limited to the Covered List or a provider’s Section 214 

authorizations.  Commissioner Starks expressed concern that the companies can continue to 

operate data centers in the U.S. and to provide related services on a non-common carrier basis.  

Commissioner Carr proposed that the Commission begin a proceeding to prohibit other U.S. 

carriers from interconnecting with entities that pose a national security threat.  While Chairwoman 

Rosenworcel did not respond to either statement, under her leadership, the FCC has shown a 

higher interest in cybersecurity concerns generally, warning carriers in January, for example, to 

review their cybersecurity practices to protect against possible threats to their networks from 

Russian state-sponsored actors.2  

 

Section 214 carriers can take several lessons from these trends.   

 

 The FCC’s actions will have direct impact on carriers that supply or otherwise do 

business with Pacific Networks and ComNet.  Not only will these entities need to 

discontinue retail services (and may seek a partner to transition retail customers), 

but the revocation could impact a variety of wholesale arrangements as well.  

Service providers should review their contracts with these entities carefully. 

 More broadly, with China Telecom (Americas) and China Mobile added to the 

Covered List, providers receiving federal USF funding will have to ensure that they 

are not obtaining services from a prohibited provider. 

 Carriers also should review and enhance procedures to examine their supply chain 

and comply with Commission restrictions on the use of insecure equipment.  

 Carriers would be wise to review their cybersecurity practices ahead of potential 

renewed focus on telecommunications network security. 

 Finally, the Commission’s actions likely will coincide with additional scrutiny for all 

carriers with foreign ownership, including scrutiny of mitigation tactics, during the 

Team Telecom process.   

 
At Nelson Mullins, our Communications Group is ready to assist with actions to ensure 

compliance with the growing concern over network security and cybersecurity in 

telecommunications networks.  In addition, we can assist telecommunications carriers in 

complying with U.S. sanctions against foreign entities and actors, such as the recent sanctions 

against certain Russian persons and entities following the invasion of Ukraine.  Please contact us 

if you have any questions in these areas.   

 
2  Public Notice, FCC Urges Communications Companies to Review Cybersecurity Practices to Defend Against Cyber 

Threats to Critical Infrastructure, DA 22-75 (Jan. 21, 2022). 


