
IN THE TRENCHES: THE SHIFT TO 
DIGITAL BANKING A baseline review of best

practices and pitfalls….



OVERVIEW OF 
TODAY’S
“IN THE 
TRENCHES” 

Moving Online – Shift in Customer Needs/ Experience

BSA/AML/KYC Concerns

CRA & Fair Lending Impact 

FinTech Partnerships Risks & Rewards

Sandbox/NAL Developments 

FinTech Charters – NeoBanks

“With fewer customers visiting branches, it will be important for retail banks to replace
the in-person service they would have provided with personalized services delivered
instead through digital channels” said Paul McAdam, senior director, banking
intelligence at J.D. Power. “Given the technology available to banks, customer pain points
with digital should be easy to address. Let’s keep in mind that digital retail banking was
introduced 25 years ago. Executing basic user-friendly functionality, providing a full
range of services and offering easy ways to pay and move money are areas where banks
could improve their digital offerings.”



SHIFTING TO DIGITAL 
SOLUTIONS 

• Digital/Mobile Banking

• Marketplace Lending

• Payments 

• Deposit Gathering

• Banking as a Platform

• Artificial Intelligence/Machine Learning

• “RegTech”



THE SHIFT IN BANKING TECHNOLOGY

“Mobile first, digital everything.”
 Jamie Dimon, J.P. Morgan Chase & Co. on the 

bank’s new mantra guiding its future growth.





THE MIGRATION TO 
ONLINE/DIGITAL 
BANKING 

The Big 6 banks (Bank of America, 
Chase, Citibank, PNC, U.S. Bank and 
Wells Fargo) currently have a jump 
on regional and midsize banks to 
build digital engagement. Prior to 
the pandemic, 49% of big bank 
customers had high levels of digital 
engagement, compared with 41% 
of regional bank customers and 
36% of midsize bank customers.



BSA/AML/KYC 
Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing
(12.3.2018):

•The Agencies recognize that private sector innovation, including new ways of using existing tools or
adopting new technologies, can help banks identify and report money laundering, terrorist
financing, and other illicit financial activity by enhancing the effectiveness and efficiency of banks’
BSA/AML compliance programs.

•Some banks are also experimenting with artificial intelligence and digital identity technologies
applicable to their BSA/AML compliance programs. These innovations and technologies can
strengthen BSA/AML compliance approaches, as well as enhance transaction monitoring systems.
The Agencies welcome these types of innovative approaches to further efforts to protect the
financial system against illicit financial activity. In addition, these types of innovative approaches
can maximize utilization of banks’ BSA/AML compliance resources.

•While the Agencies may provide feedback, pilot programs in and of themselves should not subject
banks to supervisory criticism even if the pilot programs ultimately prove unsuccessful. Likewise, pilot
programs that expose gaps in a BSA/AML compliance program will not necessarily result in
supervisory action with respect to that program. For example, when banks test or implement
artificial intelligence-based transaction monitoring systems and identify suspicious activity that would
not otherwise have been identified under existing processes, the Agencies will not automatically
assume that the banks’ existing processes are deficient.

https://www.occ.treas.gov/news-issuances/news-releases/2018/nr-occ-2018-130a.pdf


OCC SEMIANNUAL RISK PERSPECTIVE

Operational risk is elevated as banks
adapt to a changing and increasingly
complex operating environment. Key
drivers for operational risk include
persistent cybersecurity threats as well as
innovation in financial products and
services, and increasing use of third parties
to provide and support operations that are
not effectively understood, implemented,
and controlled.

OCC has cautioned that certain new
technologies, such as AI and machine
learning, may add complexity and limit
transparency, increasing the potential for
compliance risk. Demonstrating adequate
review, examination, and investigation of
AI-generated decisions and outcomes,
especially with regard to fair lending and
consumer compliance requirements related
to credit decisions.



CRA – REFORM 
• The Community Reinvestment Act (CRA) is a 42 year old statute that requires

depository institutions “to demonstrate that their deposit facilities serve the
convenience and needs of the communities in which they are chartered to do
business … consistent with the safe and sound operation of such institutions.”

• We have serious reservations as to whether any regulatory agency could have the 
wisdom necessary to administer such a system to the maximum benefit of competing 
economic interests. - Robert Bloom, acting Comptroller, March 28, 1977



CRA – REFORM  
OCC Final Rule Issued May 20, 2020, Effective October 1, 2020

The final rule will increase bank CRA-related lending, investment, and services in low- and moderate-income communities where there is 
significant need for credit, more responsible lending, and greater access to banking services. The final rule reflects careful consideration 
of the more than 7,500 comments stakeholders submitted in response to the notice of proposed rulemaking announced on December
12, 2019. The final rule will benefit communities, businesses, and banks by:

 Clarifying what qualifies for CRA consideration.

 Updating how banks define assessment areas by retaining immediate geographies around branches and establishing additional 
assessment areas for banks that do not rely on branch networks to serve their customers.

 Evaluating bank CRA performance more objectively through quantitative measures that assess the volume and value of activity.

 Making reporting more transparent and timelier.

 Thoroughly evaluating banks’ CRA performance in all their assessment areas, not just a limited evaluation in some of them.

CRA Assessment Areas

Under the OCC final rule, banks that collect deposits above a threshold percentage of their total retail domestic deposits from outside of
their physical branch footprint must delineate additional assessment areas in those areas where they draw more than a certain
percentage of deposits. The final rule sets the threshold percentage for requiring a bank to delineate these deposit-based assessments
areas at a level that will not affect the vast majority of traditional banks but that will generally capture other banks whose business
models are significantly different than the models used when the CRA regulations were last reformed, such as Internet banks and banks
with large amounts of deposits sourced outside of the area where its main office is located.



ALTERNATIVE UNDERWRITING DATA

Alternative data is anything beyond traditional credit reports that helps a lender 
predict the likelihood of a consumer’s default on a given loan.

Almost anything can be considered alternative data.  Each vendor promises that their 
alternative data has value at predicting consumer behaviors.  
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WHY ALTERNATIVE DATA?

1. Millennials are not using traditional credit and 
credit cards.

2. Lenders are focusing more on cash flows than 
credit scores—which generally only determine if a 
borrower can pay on time.

3. Medical bills and debts are not accurately 
reported and are skewing credit scores.

4. Collection items are not accurately reported, but 
have a significant impact on credit score.

5. Data shows that other information is “more 
predictive” than credit scores.

Nick Clements (April 21, 2015)

1. 26 million Americans are “credit invisible.”

2. 1 of 10 adults has no credit history with a nationwide 
consumer reporting agency (CRA).

3. The number of Americans that are credit invisible skews 
against Black consumers, Hispanic consumers, and 
consumers in low-income neighborhoods.

4. Another 19.4 million Americans are simply “unscored” 
because of limited or “stale” credit histories.  This 
represents 8.3% of the population. 



INTERAGENCY STATEMENT ON THE USE OF 
ALTERNATIVE DATA (DEC. 3, 2019)
“[U]se of alternative data may improve the speed and accuracy of credit decisions and may 
help firms evaluate the creditworthiness of consumers who currently may not obtain credit in 
the mainstream credit system. Using alternative data may enable consumers to obtain 
additional products and/or more favorable pricing/terms based on enhanced assessments of 
repayment capacity. These innovations reflect the continuing evolution of automated 
underwriting and credit score modeling, offering the potential to lower the cost of credit 
and increase access to credit.”

“[S]ome firms may choose to use alternative data only for those applicants who would 
otherwise be denied credit, often called a “Second Look” program. Used in this fashion, 
Second Look programs may improve credit opportunities.”

“Robust compliance management includes appropriate testing, monitoring and controls to 
ensure consumer protection risks are understood and addressed.”



ALTERNATIVE DATA: FAIR LENDING RISKS

The fair lending risk will vary with the type of alternative data considered.

Traditional, credit and credit-like data has been shown to increase protected groups’ 
access to affordable credit.

However, as data becomes more general, looking for corollaries between the data and 
the performance of the consumer, the fair lending risk increases.

Some alternative data looks at biographical and personal information about the 
consumer.  This presents significant fair lending risks because of the “consideration” of 
data relating to a consumer’s status in a protected class.  



FAIR LENDING ABUSES IN ALTERNATIVE DATA

Alternative Data as a Proxy for Protected Classes
 School Attended (Sallie Mae case)

 Targeted Marketing (Facebook cases): Facebook allegedly offered lenders “hundreds of thousands of 
attributes” by which they could filter who would see ads, among them categories like “women in the 
workforce,” “moms of grade school kids,” “foreigners,” “Puerto Rico Islanders,” or people interested in 
“parenting,” “accessibility,” “service animal,” “hijab fashion,” or “Hispanic culture”

 Social Media/Friends and Family:  Some lenders experiment with whether your “friends” have 
defaulted on loan obligations.

 Geographic Location:  Has a strong correlation to race and ethnicity.

 Length of Residence:  Noted by the NCLC as a proxy for a number of protected classes including age 
and race.

 High Mileage Vehicles: Zest Finance, which offers AI and machine learning for credit underwriting, 
recently noted that AI for used car loans could have a disparate impact on African Americans given the 
interaction of a car’s higher mileage and the consumer’s state of residence 



FAIR LENDING RISKS OF ALTERNATIVE DATA

Non-Traditional Credit
• Payday and title loan payment 
history

• Consumer installment loans 
payments history

• Rent-to-own payment history

Credit-Like Information
• Telecommunications payment 
history

• Utility payment history
• Rent payment history
• Judgments
• Liens
• Bankruptcies

Employment Information
• Regularity of payments
• Time at workplace
• Overall income
• Amount of overtime and 
bonuses

Financial Transaction 
History
• Prepaid card usage
• Money transfers and 
remittances

• Account transactions: debits and 
credit

• Direct deposit usage
• Bank account opening data

Non Private Data
• Educational level
• Address and geographical 
data

• Occupational and employer 
data

• Assets and real property

Social Media
• Affiliations with existing 
customers

• Data provided in online profiles
• Information on usage and 
friend networks



BANK—
FINTECH 

PARTNERSHIPS

The early 2010s saw a shift in the relationship between FinTechs and Banks.  No 
longer was FinTech building the “back end” of banking, it was now leading the 
pursuit of customers and had become the “face” of financial services.  Many 
banks feared this competition, while others embraced the opportunity for new 
partnerships.  

The FinTechs took the lead in innovation and spurred new financial services 
delivery mechanisms that were agile, customer-centric, and unbound by traditional 
views of banking.  The bank became the “back end”—using its charter to assist 
the FinTech in a nationwide strategy, while avoiding many state-by-state payment 
or lending regulations.

During testimony before the House Financial Services Committee in June 2018, 
Comptroller Otting noted that the “world has changed dramatically over the last 
two years since Comptroller Curry went out. Fintechs used to think that they 
wanted to be banks; and, now, most are realizing because of the capital, 
liquidity, and commitment to the community they have to provide, they really 
don’t want to be — most don’t want to be banks anymore, but they want to be 
providers of services to banks. And so, we see more and more coming in and 
talking to us about how they partner with banks to be able to provide portals 
and things where they can reach customers. So, while some will still want to be 
banks, more and more are moving toward saying I want to partner with banks 
and offer our services.”



THE IMPORTANCE OF FINTECH PARTNERSHIPS



MUTUAL BENEFITS TO THE BANK AND FINTECH

*Source: Center for Financial Inclusion at Accion and the Institute of International Finance, July 2017



BANK—FINTECH OPPORTUNITIES
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Merchant 
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Mobile payments 
processing

Mobile wallet 
solutions

Online account 
solutions

SMB payment 
processing



BANK—FINTECH MODELS
• Bank earns revenue by sending customers to FinTech
• Can be used where the bank has “gaps” in service offeringsBank Referrals

• Bank purchases customer leads from FinTech
• Bank purchases account or loan assets originated inside FinTech platformFinTech Referrals

• Bank invests in FinTech that is mission aligned to bank
• Bank buys key technology for private use or sale to other Financial Institutions.FinTech Investment or Acquisition

• Bank purchases the financial technology to deploy to its customers
• Opens new product offerings for the bankPrivate Label Solution/SaaS

• Banks partner with each other to fill respective services gaps
• Also includes relationships between technology and low-tech banks to offer services.Bank to Bank

• FinTech assumes limited roles in process—underwriting, data collections, etc.
• Allows the bank to “buy” technology or expertise missing in the institutionPartial Outsourcing

• Bank serves as the lender/account issuer in FinTech themed ecosystem
• Full integration in services with FinTech front-end and bank back-endTrue “Bank Model Partnership”



WHERE TO LOOK WHEN MOVING TO DIGITAL 
OCC: Office of Innovation

• The Office of Innovation, established in January 2017, implements a framework supporting responsible
innovation that enhances the safety and soundness of the federal banking system, treats customers
fairly, and promotes financial inclusion. The Office of Innovation ensures that institutions with federal
charters have a regulatory framework that is receptive to responsible innovation and the supervision
that supports it.

FFIEC: E-Banking Booklet:

• provides guidance to examiners and financial institutions on identifying and controlling the risks
associated with electronic banking (e-banking) activities. The booklet primarily discusses e-banking risks
from the perspective of the services or products provided to customers.



CFPB SANDBOX
CFPB’s stated mission is to promote innovation, competition, and consumer access within financial 
services through:

• Creating policies and sandboxes through which we reduce potential barriers to innovation

• Engaging with stakeholders interested in promoting consumer-beneficial innovation

• Coordinating with Federal, State and international regulators

There are multiple programs:

• Compliance Assistance Sandbox: a Compliance Assistance Sandbox in which companies can 
obtain a safe harbor for testing innovative products and services for a limited period of time 
while sharing data with the Bureau.

• Trial Disclosure Sandbox: companies can obtain a safe harbor for testing for a limited period 
of time disclosures that improve upon existing disclosures, while sharing data with the Bureau.

• Pitch a pilot: Groups that have an idea for a consumer-beneficial innovation, and want to 
work with the CFPB to make it happen, can pitch pilots.



UPSTART NO-ACTION LETTER

September 2017- CPFB issued a No-Action Letter to Upstart Network, Inc.

If an applicant has no credit score, the applicant must have graduated from or be 
enrolled in (i) a bachelor’s degree program, (ii) a more advanced degree program, (iii) 
an associate’s degree program, or (iv) a job offer or verifiable source of income.

CFPB Staff “has no present intent to recommend initiation of supervisory or enforcement 
action against Upstart with respect to the Equal Credit Opportunity Act”

Decision was part of the CFPB’s Project Catalyst designed to encourage consumer-
friendly developments for financial products



UPSTART NO-ACTION LETTER
(CFPB DATA UPDATE: AUG. 6, 2019)
The alternative data underwriting model approves 27% more applicants than the 
traditional credit-score based model, and yields 16% lower average APRs for 
approved loans.

Acceptance rates increased across all race, ethnicity, and sex segments.  APRs decreased 
for each segment.  

"Near prime" consumers with FICO scores from 620 to 660 are approved approximately 
twice as frequently.

Applicants under 25 years of age are 32% more likely to be approved.

Consumers with incomes under $50,000 are 13% more likely to be approved.

There were no observable disparate impacts on minorities, females, or individuals 62 
and over.



FINTECH SANDBOXES
• Utah: Regulatory Sandbox Program was established in 2019 under Utah Code Ann. §13-55-

101 to encourage innovative financial products or services by providing participants with
limited testing in the Utah market without first obtaining state licenses or other required
authorizations.

• Arizona: Arizona Revised Statutes §§ 41-5601 to 41-5612, a Regulatory Sandbox for
certain types of financial products and services is now available in Arizona. The Sandbox
enables a participant to obtain limited access to Arizona’s market to test innovative financial
products or services without first obtaining full state licensure or other authorization that
otherwise may be required.

• Wyoming: Wyoming Legislature enacted HB 57, which created a financial technology
sandbox for the testing of innovative financial products and services in Wyoming. An
“innovative financial product or service” is defined as a product or service that uses: “new or
emerging technology, or new uses of existing technology, that provides a product, service,
business model or delivery mechanism to the public and has no substantially comparable,
widely available analogue in Wyoming, including blockchain technology.”

https://commerce.utah.gov/sandbox.html
https://www.azag.gov/fintech
http://wyomingbankingdivision.wyo.gov/home/areas-of-regulation/laws-and-regulation/financial-technology-sandbox


FINTECH FINDING A PATH TO 
CHARTERS

OCC Fintech Charter: 

o Initially proposed by the OCC in December 2016, the charter would 
permit vetted non-depository fintech companies to operate under a 
federal charter overseen by the OCC without the burdens of state-by-
state regulation and licensing.  As expected this was met with significant 
resistance from state regulators 

o New York Department of Financial Services (“DFS”): Lacewell v. Office of 
the Comptroller of the Currency; currently on appeal

Lending Club – Radius Acquisition: 

Square (an alternative FDIC pathway?):

• In March 2020, Square, Inc. became the first U.S. fintech company to 
receive conditional approval from the Federal Deposit Insurance 
Corporation’s (FDIC) Industrial Loan Company (ILC) charter to pair with 
Square’s prior state charter from the Utah Department of Financial 
Institutions.



QUESTIONS OR THOUGHTS?
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