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What is Mobile Health Technology?”?

Mobile health technology, commonly referred to as “mHealth,” is the use of wireless mobile
communication devices—such as smart phones, tablets, and “wearables” (e.g., Fitbit®)—to
assist and/or improve the delivery of health care services; enhance communication between
the patient and health care provider; help an individual track and/or achieve a personal
health goal; or all of the above.

Consumers can now choose from a vast array of wearables and mHealth applications

or “apps,” which can be instantly downloaded to their smartphones or tablets for free or
minimal cost. In September 2015, an IMS Institute for Healthcare Informatics (IMS) report
revealed that the number of mobile health apps available to consumers now surpasses
165,000, nearly two-thirds of which are focused on general wellness such as fitness,
lifestyle, stress, and diet. The remaining one-third are health apps that address specific
health conditions, including many that are dedicated to women'’s health and pregnancy
issues and apps that provide medication information and reminders. Mental health apps led
among disease-specific apps, followed by apps for diabetic patients.!

mHealth technology is especially powerful because mHealth “tools,” such as fitness apps,
can continuously and instantly record, store, share, and/or analyze your health and wellness
information by using an item of “consumer-grade hardware” that you already own (e.g., your




smart phone or tablet). The ability to track your personal health goals or share your medical
information with health care providers through the convenience of something you already
use on a daily basis (e.g., to check email, make phone calls, watch videos, take photos, ob-
tain GPS directions, read restaurant reviews, and text family and friends) has great potential.
Your use of mHealth can improve the quality of the health information being captured, edu-
cate you about relevant health issues, monitor your fitness progress, or help you remember
when to take certain medications.

What Are The Privacy Risks Associated With
Using mHealth Technology?

215 million mobile device sales are expected to be made in 2016, and mobile device us-
ers who downloaded at least one health app to their smartphones doubled between 2011
and 2012.2 The numerous mHealth options available to consumers can be overwhelming,
leading many to simply select the most popular app or purchase multiple wearables in an
effort to determine which one might work best for them. Moreover, the information collected
through your smartphone, tablet, or wearable can be quite personal and sensitive, such as
name, height and weight, pregnancy
status, chronic medical condition,
real-time location, and even menstrual
cycles. The novelty, variety, and com-
plexity of this particular technology cre-
ates unique privacy risks for patients.

In 2015,
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privacy policy, if such a policy exists at all. Before downloading a health app or texting
your doctor, you should be aware of the privacy and security risks associated with using
mHealth technology. This patient/consumer guide will focus on the privacy and security
aspects of using mHealth technology and provide practical advice on how to protect
against such risks.

Tips for Protecting Your Privacy in an mHealth World

Even if a privacy policy exists for the mHealth app, wearable, or software you want to use,

the app may have “poor security,” which means your health information may be shared or
transmitted unencrypted over an unsecured network connection (an unsecure network
connection is indicated by “http://” rather than “https:/”).* Encryption is the process of
converting information or data into a cipher or code so that only authorized parties can read it.

The information being shared may even include the search terms you use to learn more
about a certain drug, immunological disorder, or sexually transmitted disease that, if
searched on an unsecure network, can be “viewable by anyone watching on the network.”
In addition, using public Wi-Fi networks (e.g., your public library or local coffee shop) to
send or receive health information can be an easy way for unauthorized users to intercept
information. Finally, lost or stolen devices
represent a major risk for breach of privacy.

Given the number of mHealth technology

1 in 10 mHealth options that are instantly available to

you through your smartphone, tablet, or
apps has the wearable—and the opportunities through
capacity to which the privacy and security of your health
link to a information can be compromised—the
following sections provide practical tips for

. e you to consider and questions to ask before
as Fitbit®, you enable your activity tracker, download
"smart socks." a blood pressure app, or email a photo of a
skin rash to your doctor.
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Your Mobile Device

0

Authentication—Does your mobile device enable “authentication,” which is the process
of verifying your identity and/or your device to ensure secure access?

Encryption—Does your mobile device have built-in encryption capabilities? If not, you
can purchase and install encryption software for your device.

Remote Wiping & Disabling—Does your mobile device have remote wiping and/or
disabling capabilities? If your device gets stolen or lost, remote wiping/disabling allows
you to lock and/or erase your data remotely.

Password Protection—Requiring a password to access your mobile device provides an
initial layer of security should your device get lost or stolen.

Software Updates—A determined hacker may still be able to pierce through all of

the security measures you have undertaken for your mobile device (e.g., password
protection, authentication, installment of encryption software, remote wiping and
disabling capabilities). It is therefore important that you update all appropriate antivirus
software and firewalls on a regular basis.

The Device’s Warranty—Review your mobile device’s warranty and support policies to
see if security and software patches are provided for the life of your product.

Wi-Fi Hot Spots—Consider using health apps on your mobile device only if you can
ensure an encrypted and secure connection. As mentioned earlier, unauthorized users
can view or intercept your information in public wi-fi hot spots.
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¢ Important Note About Mobile Devices—mHealth devices are not limited to smartphones,
tablets, and wearables. Certain mobile medical devices that are connected to the
Internet, such as infusion pumps and implantable biosensors (e.g., cardiovascular
defibrillators), are also at risk of being hacked by unauthorized users, potentially
compromising patient care. Given the complexity of such devices and the software
needed to operate them, you should immediately install any software updates that arise.

Your Mobile Health App

¢ Your Comfort Level—Are you comfortable with the level of personal information that a
particular health or wellness/fitness app is requesting? It is very likely that free apps,
which depend on advertising revenue, will distribute your information to the app
developer, third-party sites that the app developer uses, and to unidentified third-party
marketers and advertisers.®



¢ Do Your Homework—Before downloading an app, research the app as much as you can:

Read other users’ reviews about the app.
e See if the app was mentioned in any media/news stories.

e Read the privacy policy associated with the app. If none seems to exist, see if the
app developer has a privacy policy on its website. Also, ook to see if the app has
a policy on its data collection practices, as well as a policy on the sharing of your
information with third parties.

e Find out what “permissions” the app is requesting and disable the ones that are not
necessary for the app to function. For example, if your app does not need location-
enabling services to function properly, you can disable or turn off that particular
permission.

e |f possible, “test-drive” the app first before entering your personal information.

e For maximum privacy, consider
using only paid apps. An app
that does not rely on advertising
revenue is less likely to share your
information with marketers and .
other third parties. The t Jlpree 1 ;
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O Meaningful Use Requirement—The “Meaningful Use Requirement” is a federal
government incentive program for health care providers that requires providers to use
certified electronic health record (EHR) technology to achieve certain patient-centered
goals, including protecting the privacy and security of the patient’s health/medical
records. If your physician’s practice meets the Meaningful Use security requirements for
EHR, your doctor is likely to have security measures in place that will protect the privacy
and security of your personal health information.

O Delete Your Apps—If you are no longer using the app, delete it from your mobile device
and, if possible, delete your personal profile and the data archive you've created.

Communicating With Your Doctor

A large part of using mHealth technology can involve communicating with your physician by
email or text, but if those emails and texts are transmitted through an unsecured network, you
risk compromising your privacy.

Email

Health care providers are allowed to communicate with you through unencrypted email as
long as reasonable safeguards are applied, such as double-checking the patient’s email
address, sending an email alert first so that the patient can confirm that his/her email
address is correct, and limiting the amount or type of medical information being disclosed in
the email. However, if you do not feel comfortable with this, your health care provider must
provide you with alternative means of communication, such as telephone, regular U.S. mail,
or using a more secure electronic method of communication, such as the patient portal.’

If the patient initiates the email to his/her doctor, the doctor may assume that email is an
acceptable form of communication for the patient, but if the health care provider believes
the patient is unaware of the risks associated with using email and/or is concerned about
potential liability, the provider can alert and inform the patient of those risks and let the
patient decide whether to continue communicating by email.®



Practical Tips on Emailing Your Doctor

0

When emailing with your doctor, use your personal email address rather than your
office/work email address. In most cases, your employer owns the content found
on your work computer, which can be accessed by your employer at any time.

If the content of your email includes information that is relevant to your health care
(e.g., diagnosis, monitoring of symptoms, course of treatment, medication changes,
etc.), your doctor will likely make the email a part of your medical record.

If your doctor chooses not to communicate your medical or health information over
email, it may be due to security concerns, the sensitive nature of the information, or
your doctor preferring to share important test results in person so that you can ask
questions right away.

Emailing your doctor is never suitable during a medical emergency.
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The Patient Portal

An increasing number of physician groups and hospitals are inviting their patients to
create an online account through a “patient portal,” which is basically a website that
you can access from virtually anywhere using your smartphone, tablet, or other mobile
communication device. A patient portal allows you to:

¢ Securely exchange information and communicate with your health care provider.

¢ Request medication refills.

¢ Schedule a future appointment or check-in for an upcoming appointment.

¢ Be reminded about an upcoming appointment.

¢ View educational materials about a certain medical condition.

¢ Receive your test results.

¢ Review or obtain information directly from your electronic health record.

Access to your patient portal requires your user ID and password. Patient portals do not
store the information on your own home/personal computer or mobile device, thereby

providing a stronger layer of security than if you were to communicate with your physician
by regular email or text.
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Texting Between Health Care Providers and Patients

The simplicity and efficiency of texting makes this an appealing way for doctors to
communicate with patients and vice versa. However, text messaging has significant privacy
and security risks.

For example, if your device is stolen, lost, or discarded, anyone can easily access the
messages without having to use a password or some other form of authentication. When
you send a text, you cannot be certain that the text is being read by the intended recipient.
Security is further limited because text messages from most devices are not encrypted.

For the reasons above, texting in clinical settings has been limited as arguably even
appointment reminders sent via text could violate a patient’s privacy. However, the
development of secure mobile messaging platforms for medical practices has made it
possible for providers to send texts to one another and to patients without violating privacy
laws.

Medical practices that have adopted these platforms will generally offer you the option of
receiving appointment reminders or sending basic questions to your doctor via text and
require you to sign an agreement that
you accept to communicate via text.
The agreement should explain the
practice’s policies with respect to the
type of information texts may contain,
password and encryption standards for

A 20LEk study

the devices that are used for texting, showed that
the addition of texts to the patient’s over 5 D 7.
medical record, and how and when the .

texts are deleted. of dila betes

apps
As a patient, you may also be asked
what type of information you are willing down loa dable

to transmit or receive via text and who from Goo gle
has access to your phone. You may P 1a y d 1 d not
also be asked to agree to delete the .
messages once you have read them have pri vacy
and to notify the practice in writing if po 1 1 C 1 es.

you change your phone number or
acquire another device.



http://medicaleconomics.modernmedicine.com/medical-economics/news/preventing-unauthorized-audio-and-video-recording-your-practice
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If you are not comfortable using texting For more information about

and can be specifically requested. for information about patient privacy;,

rights to your health information, and
communicating with your health care
COﬂC'USiOn providers. A list of internet patient
resources offered by the federal
government includes information about
your rights under the Health Insurance
Portability and Accountability Act (HIPAA)
and HIPAA for individuals.

Mobile health technology is here to stay,
and the potential benefits of using it are
enormous. At the same time, the privacy
and confidentiality of the health informa-
tion we knowingly or unknowingly provide
through our mobile communication de-
vices can be compromised if we’re not careful about knowing as much as we can about
the devices we use and the mHealth tools we download or purchase. Taking what steps
you can to protect your privacy while your health information is being collected, recorded,
stored, shared, and/or analyzed will help you make the most of your mHealth options.
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