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THE DEFEND TRADE SECRETS ACT OF 2016 (DTSA), 130 STAT. 376, 
allows U.S. employers to protect against and remedy mis-

appropriation of trade secret information in federal court. 

Before the enactment of the DTSA, in the absence of diversity 

jurisdiction, employers seeking redress had no choice but to 

sue in state court. While most states have adopted and codified 

some version of the Uniform Trade Secrets Act (UTSA), which 

provides uniform definitions and remedies for trade secret 

misappropriation, these laws nevertheless tend to differ from 

state to state both in the text of the laws themselves and in 

their application. Bringing suit under the DTSA allows a party 

to avail itself of the federal courts, which can be advantageous 

since federal courts often are more adept at addressing highly 

complex technical issues arising in trade secret cases.

Bringing a claim under the DTSA can be a double-edged sword, 

however, as it can make a case that an employer wishes to 

keep in state court (for any number of strategic reasons, 

including taking advantage of more employer-friendly laws or 

procedures) removable to federal court by the defendant. As a 

result, employers should think strategically before including 

a claim under the DTSA, particularly where the employer may 

prefer to remain in state court.

The DTSA Does Not Preempt Existing State Trade 
Secret Law
While the DTSA provides trade secret owners with a new federal 

cause of action, it does not preempt existing state trade secret 

law regimes. As a practical matter, this means that a trade 

secret owner can bring parallel state and federal claims for 

trade secret misappropriation in federal court.1

Because state trade secret laws may provide slightly different 

relief than the DTSA, it is important to consider bringing 

concurrent state and federal trade secret claims to avail the 

employer of all potential causes of action. When considering 

filing dual claims under the DTSA and state trade secret law, be 

cognizant that the definition of trade secret in the DTSA and 

state trade secret laws may differ.
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1. See, e.g., Panera, LLC v. Nettles, 2016 U.S. Dist. LEXIS 101473, at *4, *10 n.2 (E.D. Mo. Aug. 3, 2016) (noting that, for purposes of analyzing plaintiff’s likelihood of success at preliminary injunction stage, 
the court’s analysis focused on the state trade secrets claim, but stating that an analysis under the DTSA would “likely reach a similar conclusion”). 
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Statutory Definitions: DTSA vs. UTSA
Before bringing a claim pursuant to the DTSA (or state or 

common law), it is important to understand the definitions of 

key terms to ensure the employer has a viable claim.

Definition of Trade Secret

A trade secret is generally any commercially valuable 

information that is not publicly known where reasonable effort 

is taken to preserve its confidentiality. The DTSA’s definition 

of trade secret is broad, allowing a wide range of proprietary 

information to fall under its protection.

Trade secret is defined as:

All forms and types of financial, business, scientific, 

technical, economic, or engineering information, including 

patterns, plans, compilations, program devices, formulas, 

designs, prototypes, methods, techniques, processes, 

procedures, programs, or codes, whether tangible or 

intangible, and whether or how stored, compiled, or 

memorialized physically, electronically, graphically, 

photographically, or in writing if:

(A) The owner thereof has taken reasonable measures to 

keep such information secret.

(B) The information derives independent economic value, 

actual or potential, from not being generally known to, 

and not being readily ascertainable through proper means 

by, another person who can obtain economic value from 

the disclosure or use of the information.

18 U.S.C. § 1839(3).

This definition is not significantly different from the definition 

for trade secret in the UTSA and contains the familiar 

requirements of the UTSA that the trade secret “derives 

independent economic value, actual or potential, from not 

being generally known,” and that the trade secret owner has 

undertaken reasonable efforts to keep the information secret.

The UTSA definition of trade secret, which is the basis for the 

definition of trade secret in most state trade secret statutes, is 

set forth below:

Trade secret means information, including a formula, 

pattern, compilation, program, device, method, technique, 

or process, that:

(i) derives independent economic value, actual or   

       potential, from not being generally known to, and   

 not being readily ascertainable by proper means by,   

 other persons who can obtain economic value from its  

 disclosure or use

(ii) is the subject of efforts that are reasonable under the   

 circumstances to maintain its secrecy

Unif. Trade Secrets Act § 1(4).

Although minor, the differences in the definition of “trade 

secret” between the DTSA and UTSA are not necessarily 

insignificant, and litigants have already attempted to exploit 

these differences. For example, in RF Micro Devices, Inc. v. 

Xiang, 2016 U.S. Dist. LEXIS 91284, at *10-13 (M.D.N.C. July 14, 

2016), the defendant successfully argued that a guilty plea 

to a criminal charge of misappropriation could not establish 

liability under a state civil trade secret statute with a different 

definition of trade secret.2 Thus, be sure to argue that the trade 

secrets at issue meet the definition of trade secret under all 

applicable statutes.

Definition of Misappropriation

The definition of misappropriation under the DTSA does not 

differ from the definition for this term under the UTSA, and is 

as follows:

Misappropriation is defined in detail as follows:

(A) Acquisition of a trade secret of another by a person who 

knows or has reason to know that the trade secret was acquired 

by improper means –or–

(B) Disclosure or use of a trade secret of another without 

express or implied consent by a person who:

(i) Used improper means to acquire knowledge of the   

 trade secret

(ii) At the time of disclosure or use, knew or had reason to   

 know that the knowledge of the trade secret was

(I) Derived from or through a person who had used 

improper means to acquire the trade secret

(II) Acquired under circumstances giving rise to a duty to 

maintain the secrecy of the trade secret or limit the use 

of the trade secret –or–

(III) Derived from or through a person who owed a duty 

to the person seeking relief to maintain the secrecy of 

the trade secret or limit the use of the trade secret –or–

(iii) Before a material change of the position of the person,   

 knew or had reason to know that

(I) The trade secret was a trade secret.

2. The distinction relied upon by the court in R.F. Micro Devices, Inc. between the DTSA and UTSA was subsequently eliminated when 18 U.S.C. § 1839(3)(B) was amended on May 11, 2016, by striking the 
phrase “the public” and inserting “another person who can obtain economic value from the disclosure or use of the information.” See Defend Trade Secrets Act of 2016, 130 Stat. 376.
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(II) Knowledge of the trade secret had been acquired by 

accident or mistake.

18 U.S.C. § 1839(5); Unif. Trade Secrets Act § 1(2).

Drafting a DTSA Complaint
When filing suit under the DTSA, it is very important to 

explain in the complaint why the allegedly misappropriated 

information qualifies for trade secret protection. It is not 

enough to simply call something a trade secret in a complaint 

under the DTSA. Rather, a plaintiff must plausibly allege—at 

least in general terms—how the information qualifies as a 

trade secret. Where a plaintiff fails to do so, the complaint is 

susceptible to dismissal with prejudice.3

It is, however, necessary to be guarded about how much 

information about the allegedly misappropriated trade secret 

the employer discloses during court proceedings. Thus, it is 

important to balance two important considerations. On the one 

hand, put a sufficient amount of detail into the complaint to 

(1) state a claim, (2) show that the allegedly misappropriated 

information qualifies as a trade secret, and (3) survive a motion 

to dismiss. On the other hand, limit the amount of detail 

regarding the employer’s trade secret in the pleadings, as 

public disclosure of a trade secret may cause the information 

to lose its protected trade secret status. This is an integral yet 

often difficult balance to strike.

The DTSA makes finding this balance easier by allowing 

employers to maintain the secrecy of allegedly misappropriated 

trade secrets during court proceedings. Specifically, the DTSA 

states:

[A] court may not authorize or direct the disclosure of any 

information the owner asserts to be a trade secret unless the 

court allows the owner the opportunity to file a submission 

under seal that describes the interest of the owner in 

keeping the information confidential.

18 U.S.C. § 1835(b).

Under this provision, the DTSA gives trade secret owners an 

opportunity to identify what information is subject to trade 

secret protection and why that information should be shielded 

from public disclosure. Thus, if trade secret owners make a 

proper submission, they then have a tool at their disposal 

to protect trade secret information from disclosure during 

court proceedings.

DTSA Statute of Limitations

There is a three-year statute of limitations for claims under 

the DTSA. This period begins when “the misappropriation . . . 

is discovered or by the exercise of reasonable diligence should 

have been discovered.” 18 U.S.C. § 1836(d). The DTSA generally 

applies to trade secret misappropriation that occurred on or 

after the date of the enactment of the Act (May 11, 2016) or 

began before the Act’s enactment and continued after the Act 

took effect.4

Related Content

For a listing of state trade secret laws, see

> NON-COMPETES AND TRADE SECRET 
PROTECTION STATE PRACTICE NOTES CHART 

RESEARCH PATH: Labor & Employment > Non-
competes and Trade Secret Protection > Protecting 

Trade Secrets > Practice Notes

For assistance in drafting non-compete and trade secret 
protection clauses and documents, see

> NON-COMPETES AND TRADE SECRET 
PROTECTION STATE EXPERT FORMS CHART 

RESEARCH PATH: Labor & Employment > Non-
competes and Trade Secret Protection > Protecting 

Trade Secrets > Forms

For a chart tracking key federal court Defend Trade Secrets Act 
of 2016 (DTSA) decisions in several circuits, see

> DEFEND TRADE SECRETS ACT (DTSA) CASE 
TRACKER

RESEARCH PATH: Labor & Employment > Non-
competes and Trade Secret Protection > Protecting 

Trade Secrets > Practice Notes

For more information on the statutes that protect trade secrets 
and what constitutes misappropriation of a trade secret, see 

> TRADE SECRET FUNDAMENTALS 
RESEARCH PATH: Labor & Employment > Non-
competes and Trade Secret Protection > Protecting 

Trade Secrets > Practice Notes

3. See, e.g., Raben Tire Co., LLC v. McFarland, 2017 U.S. Dist. LEXIS 26051, at *5–7 (W.D. Ky. Feb. 24, 2017) (finding plaintiff’s failure to set forth in the complaint any measures it took to protect the 
allegedly misappropriated trade secret information from disclosure was fatal to plaintiff’s claims and dismissing the complaint with prejudice); but compare Mission Measurement Corp. v. Blackbaud, Inc., 
216 F. Supp. 3d 915, 921 (N.D. Ill. 2016) (explaining that “at the pleading stage, plaintiffs need only describe the information and efforts to maintain confidentiality of the information in general terms,” and 
that “trade secrets need not be disclosed in detail in a complaint alleging misappropriation for the simple reason that such a requirement would result in the public disclosure of the purported trade secrets”) 
(internal citations omitted). 4. See, e.g., Adams Arms, LLC, v. Unified Weapon Sys., Inc., 2016 U.S. Dist. LEXIS 132201, at *17–19 (M.D. Fla. Sep. 27, 2016) (finding that a trade secret owner may recover 
under the DTSA when the misappropriation occurs both before and after the effective date if the entire misappropriation is within the three-year limitations period).
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DTSA Civil Seizure 
The DTSA provides for an ex parte civil seizure mechanism. 

Civil seizure is a preventative tool employed prior to a finding 

of misappropriation by which a court may “issue an order 

providing for the seizure of property necessary to prevent the 

propagation or dissemination of the trade secret that is the 

subject of the action.”5 Using this tool, an employer aware of 

a potential misappropriation of its trade secrets may quickly 

prevent further dissemination of that information during the 

pendency of a formal DTSA case. Following issuance of a seizure 

order, the court must hold a seizure hearing where the party 

who obtained the seizure order has the burden to prove the 

facts underlying the order.

Civil seizure may be ordered only in “extraordinary 

circumstances” and requires a showing that:

 ■ An order pursuant to Fed. R. Civ. P. 65 or other equitable 

relief would be inadequate because the party to which the 

order would be issued would evade, avoid, or otherwise not 

comply with such an order.

 ■ An immediate and irreparable injury will occur if seizure is 

not ordered.

 ■ Harm to the applicant from denial of a seizure order 

(1) outweighs the harm to the person against whom seizure 

is ordered and (2) substantially outweighs the harm to any 

third parties harmed by such seizure.

 ■ The applicant is likely to succeed in showing that the 

information is a trade secret and that the person against 

whom the order is issued (1) misappropriated the trade 

secret by improper means or (2) conspired to use improper 

means to misappropriate the trade secret.

 ■ The person against whom the order will be issued has 

possession of the trade secret and any property to be seized.

 ■ The application describes with reasonable particularity the 

matter to be seized and, to the extent reasonable under the 

circumstances, the matter’s location.

 ■ The person against whom seizure is ordered would destroy, 

move, hide, or otherwise make such matter inaccessible to 

the court if on notice.

 ■ The applicant has not publicized the requested seizure.

18 U.S.C. § 1836(b)(2)(A)(ii).

Only a handful of such requests have been made under the 

DTSA. As of this writing, we have not identified any request 

for civil seizure that a court has granted.6 Cases where an 

employee used external digital storage devices and/or cloud 

storage services to store misappropriated trade secrets may be 

candidates for use of the civil seizure mechanism, especially 

if it is clear that the employee may not fully comply with a 

temporary restraining order (TRO) or preliminary injunction. 

Regardless of the form of the misappropriated trade secret, 

to make civil seizure effective, be prepared to quickly explain 

to the court what information was stolen, who stole it, and 

where it is being kept. A well-developed trade secret asset 

management plan—in which an employer takes proactive steps 

to identify, value, secure, and protect its trade secrets—will 

greatly assist in this process.

Seizures under Fed. R. Civ. P. 65

Where the extraordinary circumstances required for a DTSA 

civil seizure order are not present, litigants seeking redress for 

trade secret misappropriation have another option in Fed. R. 

Civ. P. 65. Under Rule 65, a judge may grant a seizure request 

as part of a TRO or preliminary injunction related to allegations 

of trade secret theft under the DTSA and thus potentially avoid 

the extraordinary circumstances requirement of the DTSA civil 

seizure provision.7

Other Remedies under the DTSA
The DTSA also provides for several remedies other than seizure 

upon a finding that a party misappropriated a trade secret. For 

instance, a court may grant an injunction to prevent any actual 

or threatened misappropriation, provided that the injunction 

does not “prevent a person from entering into an employment 

relationship,” and that any conditions placed on employment 

are based on “evidence of threatened misappropriation and 

not merely on the information the person knows.”8 Where 

appropriate, an injunction under the DTSA may require 

affirmative actions to protect the trade secret.9 Further, 

in “exceptional circumstances that render an injunction 

inequitable,” the court may condition future use of the trade 

secret on the payment of a reasonable royalty.10

Following a finding of misappropriation, a court may also award 

damages.11 Where the trade secret is willfully and maliciously 

misappropriated, a court may award exemplary damages of up 

to double the damage amount already awarded.12 A court may 

also award attorney’s fees where the misappropriation or claim 

of misappropriation was in bad faith or where a party makes or 

opposes a motion to terminate an injunction in bad faith.13

5. 18 U.S.C. § 1836(b)(2). 6. See, e.g., OOO Brunswick Rail Mgmt. v. Sultanov, 2017 U.S. Dist. LEXIS 2343, at *4–5 (N.D. Cal. Jan. 6, 2017) (denying request for DTSA civil seizure order). 7. See, e.g., 
Magnesita Refractories Co. v. Mishra, 2017 U.S. Dist. LEXIS 10204, at *1 (N.D. Ind. Jan. 25, 2017) (court granted a TRO ordering seizure of a former employee’s personal laptop because there was a strong 
likelihood that the employee was conspiring to steal the employer’s trade secrets contained on the laptop, and the seizure needed to be carried out immediately to prevent the impending harm). 8. 18 U.S.C. 
§ 1836(b)(3)(A)(i). 9. 18 U.S.C. § 1836(b)(3)(A)(ii). 10. 18 U.S.C. § 1836(b)(3)(A)(iii). 11. 18 U.S.C. § 1836(b)(3)(B). 12. 18 U.S.C. § 1836(b)(3)(C). 13. 18 U.S.C. § 1836(b)(3)(D). 
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Inevitable Disclosure Doctrine Unavailable

By requiring actual evidence of threatened misappropriation, 

the DTSA explicitly rejects the inevitable disclosure doctrine 

under federal trade secret law.

Inevitable disclosure is a common law doctrine by which 

a court can prevent a former employee from working for a 

competitor of his or her former employer where doing so 

would require the employee to depend upon his or her former 

employer’s trade secret information.14

Notwithstanding that the DTSA proscribes application of 

the inevitable disclosure doctrine in a federal claim for 

trade secret misappropriation, trade secret plaintiffs can 

still allege misappropriation under the inevitable disclosure 

doctrine pursuant to a state law cause of action where the 

state common law allows application of the doctrine. Thus, 

because some states have adopted (or at least not rejected) the 

inevitable disclosure doctrine and some have not, the choice of 

jurisdiction is very important for trade secret plaintiffs alleging 

misappropriation under the DTSA with a pendent state trade 

secret claim under a theory of inevitable disclosure.15

Whistleblower Provision and Notice Provision
As discussed above, the remedies for employers suing former 

employees for trade secret misappropriation under the 

DTSA include punitive damages and attorney’s fees. To take 

advantage of these remedies, however, an employer must 

advise its employees of the existence of the whistleblower 

immunity in any contract or other employment agreement 

entered into after the enactment of the DTSA.16 As such, 

employers should strongly consider updating their employment 

policies and agreements going forward to include either the 

required notice or a cross-reference to a policy document 

that includes a statement about the DTSA’s whistleblower 

immunity.

The DTSA also includes a safe harbor for whistleblower 

employees that provides for immunity from criminal or 

civil liability under any federal or state trade secret law for 

disclosure of a trade secret in confidence to an attorney or 

governmental official “solely for the purpose of reporting or 

investigating a suspected violation of law,” or in a filing in a 

lawsuit made under seal.17 Employers should be acutely aware 

of the notice provision within the whistleblower immunity 

section of the statute because compliance with this notice 

provision may affect whether an employer can seek certain 

remedies under the statute.

REGARDLESS OF THE FORM OF THE MISAPPROPRIATED TRADE SECRET, 

TO MAKE CIVIL SEIZURE EFFECTIVE, BE PREPARED TO QUICKLY EXPLAIN 

TO THE COURT WHAT INFORMATION WAS STOLEN, WHO STOLE IT, 

AND WHERE IT IS BEING KEPT.

14. See, e.g., PepsiCo, Inc. v. Redmond, 54 F.3d 1262, 1269–71 (7th Cir. 1995) (upholding injunction preventing former PepsiCo manager from working for Quaker Oats Company because, notwithstanding 
the fact that he did not take any physical trade secret information, he would inevitably rely on his knowledge of PepsiCo’s trade secrets in his new position). 15. Compare EarthWeb, Inc. v. Schlack, 71 
F.Supp.2d 299, 311 (S.D.N.Y. 1999) (The doctrine of inevitable disclosure thus rewrites the employment agreement and “such retroactive alterations distort the terms of the employment relationship 
and upset the balance which courts have attempted to achieve in construing non-compete agreements.”) with Payment Alliance Intern., Inc. v. Ferreira, 530 F.Supp.2d 477, 482 (S.D.N.Y. 2007) (enforcing 
restriction against work for a competitor and noting factors to consider in determining whether there is a risk of inevitable disclosure). 16. 18 U.S.C. § 1833(b)(3). 17. 18 U.S.C. § 1833(b). 
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Sample Notice Language

Below is sample notice language that employers may consider 

including in employment agreements entered into after 

enactment of the DTSA:

Defend Trade Secret Act Trade Secret Disclosure Notice

NOTICE is hereby given that this agreement does not affect 

any immunity under 18 U.S.C. § 1833(b)(1) or (2). For the 

purposes of these subsections only, which are reproduced 

below, individuals performing work as contractors or 

consultants are considered to be employees.

(1) An individual shall not be held criminally or civilly liable 

under any federal or state trade secret law for the disclosure 

of a trade secret that (A) is made (i) in confidence to a 

federal, state, or local government official, either directly or 

indirectly, or to an attorney; and (ii) solely for the purpose of 

reporting or investigating a suspected violation of law; or (B) 

is made in a complaint or other document filed in a lawsuit 

or other proceeding, if such filing is made under seal.

(2) An individual who files a lawsuit for retaliation by an 

employer for reporting a suspected violation of law may 

disclose the trade secret to the attorney of the individual and 

use the trade secret information in the court proceeding, if 

the individual (A) files any document containing the trade 

secret under seal; and (B) does not disclose the trade secret, 

except pursuant to court order.

Overseas Application
The terms of the Economic Espionage Act (EEA), which the 

DTSA modified, allow employers to use the DTSA to address 

trade secret misappropriation where the theft occurred outside 

of the United States. Specifically, the EEA includes a provision 

indicating that the law applies to conduct occurring outside of 

the United States if:

1. The offender is a citizen or permanent resident of the United 

States.

2. The offender is a United States corporation.

3. An act in furtherance of the offense was committed in the 

United States.

18 U.S.C. § 1837.

The option to apply the DTSA to overseas conduct will be 

immensely valuable because overseas trade secret theft 

continues to proliferate. The increased threat of trade secret 

theft overseas is a result of the lack of strong intellectual 

property protection in many foreign countries. Overseas 

application will be especially useful to address economic and 

corporate espionage originating in China.18 Compounding 

this threat is the reality that significant structural and 

institutional impediments undermine effective IPR 

enforcement in China, including a lack of coordination among 

government agencies, insufficient resources for enforcement, 

local protectionism, and a lack of judicial independence.19 

18. See Office of the National Counterintelligence Executive, Foreign Spies Stealing US Economic Secrets in Cyberspace, Oct. 2011, at i-ii (stating that “Chinese actors are the world’s most active and persistent 
perpetrators of economic espionage”). 19. U.S. Int’l Trade Comm., China: Intellectual Property Infringement, Indigenous Innovation Policies, and Frameworks for Measuring the Effects on the U.S. Economy, Nov. 
2010, at xiii, https://www.usitc.gov/publications/332/pub4199.pdf.
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The DTSA’s ability to address trade secret misappropriation 

overseas is valuable whether the theft occurs in China or 

another country with weak IP protections.

The DTSA at the International Trade Commission
The DTSA may also become the trade secret statute of choice 

to remedy trade secret misappropriation through a Section 

337 investigation before the International Trade Commission 

(ITC). The ITC is a quasi-judicial administrative agency with 

the authority to address unfair trade practices related to 

imports, including the authority to exclude articles from 

importation into the United States. A complaint in a Section 337 

investigation related to trade secret misappropriation generally 

must show:

(1) Importation of an article into the United States related to  

 an unfair method of competition or unfair act, the threat  

 or effect of which is to

(a) Destroy or substantially injure an industry in the   

 United States

(b) Prevent the establishment of such an industry

(c) Restrain or monopolize trade and commerce in the   

 United States

19 U.S.C. § 1337(a)(1)(A).

Notably, in a Section 337 investigation, there is no requirement 

that the alleged trade secret theft take place in the United 

States.20 Additionally, Section 337 investigations move very 

quickly, and the ITC typically reaches a final adjudication within 

16 months of initiating the investigation. Thus, where an 

employer has been the victim of trade secret misappropriation 

overseas and the theft relates to articles being imported into 

the United States, strongly consider bringing a DTSA action 

before the ITC. A
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 20. See Tianrui Group Co. v. ITC, 661 F.3d 1322, 1332 (Fed. Cir. 2011).

THE DTSA’S ABILITY TO ADDRESS TRADE SECRET MISAPPROPRIATION 

OVERSEAS IS VALUABLE WHETHER THE THEFT OCCURS IN CHINA OR 

ANOTHER COUNTRY WITH WEAK IP PROTECTIONS.

RESEARCH PATH: Labor & Employment > Non-competes and 
Trade Secret Protection > Protecting Trade Secrets > Articles 
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