
IN THE TRENCHES: POST COVID-19 
EXAM MANAGEMENT A baseline review of best

practices and pitfalls….



OVERVIEW OF 
TODAY’S
“IN THE 
TRENCHES” 

Don’t Believe the Hype – Accommodating Regulatory Tone will Change 

Safety and Soundness 

PPP: An Outsized Focus 

CFPB: Remarks/Guidance/Complaints 

Get Ahead of Regulatory Risks – Review and Update CMS

2020: Pandemic & Election Year 

The shelter in place orders and migration to work from home drove
seismic shifts in approaches to all operational units and all Lines of
Business. Overnight, an institution’s focus was almost solely on how to
stay open? How to stay viable? Many institutions moved from a
proactive approach to risk and compliance to reactionary—out of
necessity. As we move through the pandemic, our regulators will be
coming back in to start the next exam cycle. Now is the time to prep
for those upcoming exams.



DID YOU PIVOT FOR PANDEMIC?

Have you:

Moved originations, deposits and/or servicing functions to a digital channel?

Reviewed/updated your 2020 strategic plan?
• Did it call for organic growth?
• Did it project rising defaults?
• Did it call for growth through M&A?
• Have you paused to update in response to COVID-19?

Have you looked at your Disaster Recovery plan from last year? How did it fair when everyone
stopped reporting to the office? Does it need updating?

Participated in programs that were not in your wheelhouse? PPP? MSLP?

Internalized all guidance and updated your Compliance Management System (CMS) accordingly?

Outsourced functions to third parties that you normally would not?



IMMEDIATE RESPONSE
Immediate efforts to meet customers’ cash and financial needs are generally not subject to 
examiner criticism.  In addition, for 36 months after a disaster designation, an institution can 
receive CRA consideration for efforts to revitalize or stabilize a disaster area.  So long as 
they are executed in a safe and sound manner, they can include:
 Waiving ATM fees for customers and non‐customers 

 Increasing ATM daily cash withdrawal limits 

 Waiving overdraft fees 

 Waiving early withdrawal penalties on time deposits 

 Waiving availability restrictions on certain governmental or other checks

 Easing restrictions on cashing out‐of‐state and non‐customer checks 

 Easing credit card limits and credit terms for new loans 

 Allowing loan customers to defer or skip some payments 

 Waiving late fees for credit card and other loan balances 

 Delaying the submission of delinquency notices to the credit bureaus



INTERAGENCY EXAMINER GUIDANCE FOR ASSESSING SAFETY AND
SOUNDNESS CONSIDERING THE EFFECT OF THE COVID-19 PANDEMIC
ON FINANCIAL INSTITUTIONS

The FDIC, FRB, OCC, and NCUA in conjunction with the state bank and credit union regulators issued interagency guidance to outline the supervisory 
principles for assessing the safety and soundness of institutions given the ongoing impact of the COVID-19 pandemic (June 23, 2020):

• The interagency examiner guidance acknowledges that stresses caused by COVID-19 can adversely impact an institution’s financial condition and
operational capabilities, even when institution management has appropriate governance and risk management systems in place to identify, 
monitor, and control risk.

• The interagency examiner guidance instructs agency examiners to consider the unique, evolving, and potentially long-term nature of the issues
confronting institutions and to exercise appropriate flexibility in their supervisory response.

• Examiners will continue to assess institutions in accordance with existing policies and procedures and may provide supervisory feedback, or
downgrade an institution’s composite or component ratings, when conditions have deteriorated.

• Examiners will consider whether institution management has managed risk appropriately, including taking appropriate actions in response to 
stresses caused by COVID-19 impacts.

• Examiners will give consideration to the challenges involved in assessing the risk that the response presents to the institution in real time given the
level of information available and the stage of local economic recovery.

• In assessing an institution under the principles in the interagency examiner guidance, examiners will consider the institution’s asset size, complexity,
and risk profile, as well as the industry and business focus of its customers.



RISING RISKS TO FINANCIAL INSTITUTIONS



RISING RISKS TO FINANCIAL INSTITUTIONS



THE NEED TO DOCUMENT
Generally, modifications in loan terms related to COVID-19 will not automatically result in
Troubled Debt Restructurings (TDRs). As set forth in the FDIC FAQs (May 27, 2020) and
under Section 4013 of the CARES Act, banks may elect not to categorize loan modifications
as TDRs if they are:

1. related to COVID-19; 

2. executed on a loan that was not more than 30 days past due as of December 31, 2019; and 

3. executed between March 1, 2020, and the earlier of (A) 60 days after the date of termination of the 
National Emergency or (B) December 31, 2020.

Management should be closely reviewing loan processes and procedures so that the
institution can demonstrate to examiners the “prudency” of underwriting standards and how
any loan accommodation programs are ultimately structured with a view toward loan
repayment. Loan committees should focus on clear documentation so that decisions are not
“second-guessed.”



INCREASED OVERSIGHT

Examiners will look for responsive management and board oversight:

• Decrease in the time between committee, management, or board meetings;
• Detailed minutes to reflect a focus on changing economic climate;
• Review of responses to changing impact of COVID-19 on the institution;
• Assessment of committees and whether appropriate subject matter expertise exists;

Focus on “active leadership” that is responsive to the crisis.  

Remember the main goals of “safety and soundness.”  No examiner should see a continuation of routine oversight or 
routine reports/meetings.  

Consider whether every board presentation should include highlights specific to the COVID-19 response and 
specific activities relating to the institution’s response.  

Consider whether to increase committee oversight by increasing the review of credits and material deposit 
relationships that may be impacted by COVID-19.



PLAY DEFENSE
Avoid unexpected financial shocks by closely evaluating key credits and deposit relationships for the 
impact on the bank and any leading risk indicators.

Update financial information on key credits to understand any potential risks.

Avoid the lessons learned from the recession:
 Avoid potential lender liability claims;
 Increase training;
 Train employees that compliance is more important in a default environment than at origination;
 Prepare employees for increased customer engagement and increased attempts to shift liability away from 

customers;
 Provide resources for the employees—dollars saved now in compliance and training will come back ten-fold after 

examinations, in remediation programs, or in restrictions on the institution.

Carefully assess capital adequacy and liquidity management.  As we are seeing, now may be a time 
to increase capital or liquidity proactively to weather future events.

Do not lose sight of strategic M&A opportunities.  Many institutions expanded significantly during the 
last recession and grew aggressively from it.  



DID YOUR DISASTER RESPONSE PROGRAM WORK 
AS INTENDED?

Operations
•Restricted branch operations
•ATM functionality and increased volume
•Contact center operations
• Internal operations tested by volume and remote 
workforce

•Ability to quickly deploy new products and 
services with oversight by various business units

Third Party Oversight
•Ability to maintain service levels
•Ability to respond to disaster
•Ability to assess and review performance and 
compliance

• Increased reliance on third-party vendors to 
provide non-traditional banking services

•“Proof” of technology for non-technology 
focused institutions

Customer Relationship Management
•Responsive to customer needs
•Maintaining safety and soundness
•Manage reputation and brand image
•Be proactive and anticipate crisis

Rethink Balance Sheets
•Monitor liquidity buffers
•Monitor key customer activity (preemptive draws 
or de-risking deposits)

•Revise and updated capital actions, buyback 
strategies, dividends, and forecasts

Cost and Expense Control
•Review long-term projects
•Do expenses align with new banking paradigm?
•Assess third-party relationships for cost-savings 
or competitiveness

•Wind-down little used or unused services
•Consider ways to manage cost stress (e.g., Could 
better digital banking save impact on call 
center?)

Reassess Revenue Outlooks
• Interest rate margins were already narrowing 
pre-COVID

•Near zero interest rate environment
•Consider potential for a negative rate 
environment?

•Assess deposits and overall profitability

Post-COVID Strategy
•New business models and customer expectations
•Rethink brand loyalty
•Rethink your business assumptions 
(differentiation, products, services, loyalty, etc.)

•Use COVID-19 response to build loyalty and 
grow



DIRECTOR KRANINGER REMARKS: FINANCIAL 
STABILITY OVERSIGHT COUNCIL MEETING 5.15.20

• My first example is through our consumer complaint system which saw record volumes in
March and April. As we assist individual consumers with complaints, we also identify
broader challenges.

• In the mortgage space, we heard a common concern early on regarding balloon payments
at the end of the CARES Act forbearance period. While the CARES Act did not specify the
accommodation to come after forbearance, the intent, reiterated by regulators, is clearly to
help consumers through this uncertain time.

• The Bureau has also developed a new, targeted supervisory approach, called Prioritized
Assessments, to focus on those markets and institutions that pose the greatest risk of consumer
harm as a result of pandemic-related issues.



CFPB: 
COMPLAINTS 

FRONT AND 
CENTER    

CFPB Complaint Bulletin: Complaints mentioning coronavirus keywords 
(May 2020)

• In March and April 2020, the Bureau’s Office of Consumer Response 
received approximately 36,700 and 42,500 complaints, 
respectively – the highest monthly complaint volumes in the Bureau’s 
history. Consumers submitted more than 4,500 complaints that 
include coronavirus keywords.  

• While credit reporting and debt collection continue to be the most 
complained about products overall, mortgage and credit card 
complaints top the list for complaints that mention coronavirus 
keywords, with 22% and 19% of complaints, respectively

• Among mortgage complaints that mention coronavirus keywords, 
59% of consumers identified struggling to pay the mortgage as the 
issue. 

• Among credit card complaints that mention coronavirus keywords, 
19% of consumers identified problem with a purchase shown on 
their statement as the issue.



COVID
COMPLAINTS



COVID
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OUTSIZED FOCUS: PAYCHECK PROTECTION 
PROGRAM
OCC Bulletin 2020-45:

When working with all applicants, in addition to adherence to the SBA PPP program requirements, banks are encouraged to collect and track 
information provided during the application process regarding borrowers’ annual revenue, and for loans made in LMI census tracts, distressed 
areas, and underserved areas, and that benefit LMI individuals, families, and communities. Maintaining and monitoring this information, where 
available, in the administration of  the SBA PPP is a prudent banking practice consistent with the principles of  safety and soundness and fair access 
and fair treatment of  borrowers, and other applicable legal requirements. 

Prudent practices may also include documenting implementation decisions—such as the bank’s business justifications and any alternatives 
considered when:
• setting eligibility criteria, 
• establishing processes for considering applications, and 
• approving or denying PPP applications 

Relevant business considerations may include: 
• estimates of resources needed to implement and offer the SBA PPP, 
• current available resources (including staff resources), and 
• the ability to access needed information about an applicant in a timely way, among other factors.



OUTSIZED FOCUS: PAYCHECK PROTECTION 
PROGRAM
CFPB Blog Post on 4.27.20 by Patrice Alexander Ficklin, Grady Hedgespeth & Lora McCray:

“As small business owners and lenders work together to access the CARES Act options or other loan programs, anti-
discrimination laws, such as the federal Equal Credit Opportunity Act, protect business owners from discrimination 
because of race, color, national origin, sex, and other protected characteristics. These protections apply to new and 
existing customers (including depository customers) seeking loans at financial institutions.”

• Refusal of available loan or workout option even though you qualify for it based on advertised requirements
• Offers of credit or workout options with a higher rate or worse terms than the one you applied for, even 

though you qualify for the lower rate
• Discouragement from applying for credit by the lender because of a protected characteristic
• Denial of credit, but are not given a reason why or told how to find out why
• Negative comments about race, national origin, sex, or other protected statuses

 Small business owners who believe they were discriminated against based on race, sex, or other protected 
category can submit a lending discrimination complaint online.



OUTSIZED FOCUS: PAYCHECK PROTECTION 
PROGRAM

On 5.6.20 the CFPB released an F.A.Q. titled “The Bureau’s Equal Credit Opportunity Act and Regulation B FAQs related to the 
COVID-19 Emergency”:

• For a PPP loan application received by the creditor and submitted to the SBA, is the application deemed “completed” before 
the creditor has received a loan number from the SBA or a response about the availability of funds, thereby requiring the 
creditor to provide a notice of action taken within 30 days?  NO

• If a creditor receives a PPP loan application and “refus[es] to grant” the credit request without ever submitting the PPP loan to 
the SBA, does the creditor need to provide a Regulation B adverse action notification? YES

• If a creditor has gathered sufficient data from the PPP loan applicant for a credit decision, but has not received a loan 
number from the SBA or a response about the availability of funds, can the creditor deny the application based on 
incompleteness? NO



OUTSIZED FOCUS: PAYCHECK PROTECTION 
PROGRAM

Wells Fargo 10Q (5.6.20):
CORONAVIRUS AID, RELIEF, AND ECONOMIC SECURITY ACT/PAYMENT PROTECTION
PROGRAM Plaintiffs have filed putative class actions in state and federal court in Texas, California, and
Colorado against the Company. The actions seek damages and injunctive relief related to the Company’s
offering of Paycheck Protection Program (PPP) loans under the Coronavirus Aid, Relief, and Economic Security
Act. The Company has also received formal and informal inquiries from federal and state governmental
agencies regarding its offering of PPP loans.

Bank of America 10Q (5.2.20):
…. fines and reputational damage resulting from pending or future litigation and regulatory and government
actions, including as a result of our participation in and execution of government programs related to the
COVID-19 pandemic;….

DOJ Civil Investigative Demand (ongoing)



ENTERPRISE RISK MANAGEMENT
Like your institution’s CMS, the tone for effective ERM should be set at the board and executive 
management level and applied across the enterprise.  

In these uncertain times, it is wise to continually evaluate your ERM framework and ensure that it properly 
reflects the institutions strategic objectives, most critical risks and risk appetite statements.  

With the issues arising from COVID-19, an institution should evaluate its KPIs and KRIs to ensure that they 
remain effective measures to identify risk trends and exposures. 

 With specific regard to asset quality, consider payment deferrals.  

 Disaster recovery and pandemic planning are critical. 

With specific regard to compliance, look for trends that indicate increased risk exposure:

 Increasing consumer complaints

 Legal violations

 New vendors

 New products (e.g., PPP)

 Data privacy issues from working remotely

It may be wise to consider having your ERM matrix updated on a more frequent basis or have your ERM 
committee meet more often.  

Ensure that effective monitoring and reporting is in place.  

TOP TIP:  Quarterly meetings and reporting are likely not adequate given the pace of change in the 
current environment.



CMS: REMEMBER IT’S A 
LIVING BREATHING 
PROGRAM 

Assessment and 
Management of 
Compliance Risk

Compliance Monitoring
• Policies and procedures
• Training
• Monitoring and QA 
• Consumer complaint response

Board and Management 
Governance and Oversight

Regulatory Change 
Management

Regulator and Auditor 
Compliance Management

Compliance Analysis and 
Internal/External Reporting

Service Provider Oversight

As a best practice, prior to your first exam post
COVID you will need to review your CMS from
top to bottom to see if you have accounted for
the immense change seen in the economy and in
the industry.

Look at your:
• Monitoring
• Policies and Procedures
• Board and Management Oversight
• Change Management
• TPO/ Vendor Management

PRACTICE TIP: Take any advantage you can to
show how your CMS scaled/shifted or evolved
in anyway to adjust for the changing risks
presented by COVID-19



ASSESSMENT AND MANAGEMENT OF COMPLIANCE 
RISKS



UPDATES TO RISK ASSESSMENTS

Reference 

Number
Product Line Risk Category Risk Set Risk Factor Statute or Regulation

Bank's Resulting 

Exposure

Bank's Resulting 

Exposure
Trend in Exposure Risk Trend Residual Risk Residual Risk

Mitigation 

Effectiveness

Mitigation 

Effectiveness
Inherent Risk Inherent Risk Likelihood Score Impact Score

Legend
Affected business line 

within the Bank
Law Set Risk Set

Description of risk factor associated with product or service and 

applicable legal requirement(s).

Cross reference to statute, 

regulation, or guidance 

establishing risk factor

Bank's exposure taking into 

account Residual Risk and 

Tend in Exposure.

Residual Risk accounting 

for Risk Trend

Whether the risk to the 

bank is increasing, stable, 

or decreasing.

-0.5=Decreasing, 0=Stable, 

+0.5=Increasing

High, Moderately-High, 

Moderate, Low-Moderate, 

or Low

(Mitigation Effectiveness + 

Inherent Risk) / 2

Strong, Good, Fair, Needs 

Improvement, Weak/No 

Controls

Calculated Resulting 

Effectiveness: 1=Strong, 

2=Good, 3=Fair, 4=Needs 

Improvement, 5=Weak/No 

Controls

High, Moderately-High, 

Moderate, Low-Moderate, 

or Low

(Likelihood Score + Impact 

Score) / 2

Based on transaction 

volume, regulatory 

emphasis, historic 

complaints, historic 

violations, and complexity

1=Incidental, 2=Minor, 

3=Moderate, 4=Major, 

5=Extreme

1098

All Compl. Mgt. Compliance Does the bank demonstrate a strong commitment to 

oversight of the compliance management system, 

including by: providing systems, capital, and human 

resources for compliance? Moderately-High 3.5 Stable 0 Moderately-High 3.5 Fair 3 Moderately-High 4 4 4

1099

All Compl. Mgt. Compliance
Does the bank have processes and controls to ensure 

that employees are knowledgeable, empowered, and 

held accountable for compliance with consumer 

financial laws? Low-Moderate 2.5 Stable 0 Low-Moderate 2.5 Strong 1 Moderately-High 4 4 4

ASSESSMENT OF FUTURE RISK RISK TRENDS CURRENT RISK TO BANK RESULTING MITIGATION EFFECTIVENESS INHERENT RISK

Each of these Scores are Directly Impacted by the Current Pandemic

In addition, your overall risk scoring and your risk prioritization may change as a result of the COVID-19 pandemic.  



COMPLIANCE MONITORING
Your Compliance Monitoring and Management 
System allows your institution to:
 Assesses its consumer protection, fair lending, and CRA

responsibilities;

 Ensure that employees understand their responsibilities;

 Ensure that requirements are incorporated into business 
processes;

 Review operations to ensure responsibilities are carried out 
and requirements are met; and

 Take prompt corrective action and updates materials, (i.e. 
disclosures, training, etc.) as necessary to adapt to changing 
obligations, products, or risk tolerance.

Your 
Compliance 
Monitoring 
Program 
Includes:

Policies and 
Procedures

Qualified 
Compliance 

Officers

Training

Involvement 
in All New 

Products and 
Services

Monitoring 
and QA 

Reporting

Consumer 
Complaint 
Response



CMS POLICIES AND 
PROCEDURES

Compliance policies and procedures should document 
and be sufficiently detailed to implement the board-
approved policy documents. 

Examiners will determine whether compliance policies 
and procedures:

*Are designed to effectively manage compliance risk 
in the products, services and activities of the 
institution.

*Are consistent with board-approved compliance 
policies.

*Address compliance with applicable federal 
consumer financial laws in a manner designed to 
minimize violations and to detect and minimize 
associated risks of harm to consumers.

*Cover the full life-cycle of all products and/or services 
offered.

*Are maintained and modified to remain current and 
complete, and to serve as a reference for employees 
in their day-to-day activities

Area to focus on/consider:

• FDCPA • Loss Mitigation • RESPA/Reg X

• FCRA/Reg V • GLBA/Reg P • Paycheck Protection 
Program

• EFTA/Reg E • TILA/Reg Z • Mainstreet Loan 
Program

• Reg O/Insiders • ECOA/Reg B • Leasing/Reg M

• MLA and SCRA • Mortgage servicing 
restrictions / Dual 
Tracking



COMPLIANCE ANALYSIS AND 
INTERNAL/EXTERNAL REPORTING
Given the remote working environment, changing priorities, and shifting 
workloads, do not lose sight of basic compliance analysis and reporting 
functions.  You should continue to:

 Analyze and validate data to support regulatory reporting and ensure accuracy 
and comprehensiveness. 

 Complete required reporting, ensure timely submission to the appropriate agency, 
and resubmit when required. 

 Develop, implement, and monitor a plan of action to prevent future reporting errors 
or breakdowns.



THIRD PARTY 
OVERSIGHT

“The Board of Directors and senior management 
are ultimately responsible for managing activities 
conducted through third-party relationships as if 
the activity were handled within the institution.” 

A bank can outsource a task, but it cannot 
outsource the responsibility. 

The “ongoing diligence” and “oversight” phases of 
Third-Party vendor management have become 
critical in light of the significant impact on 
customers of COVID-19.



THIRD-PARTY OVERSIGHT: HIGHEST RISKS

Alternative Credit or 
Payday/Paycheck 

Programs

Audit and Legal 
Firms

ATM Service 
Providers Core Systems Credit Card 

Providers

Debt Collection Deposit Networks or 
Brokering Groups

Deposit or Loan 
Add-On Product 

Vendors

Indirect Auto Lending 
Relationships

Loan and Deposit 
Documentation 

Platforms 

Mortgage Servicing

Non-Bank Financial 
Services (Brokerage, 

Insurance, 
Investments)

Overdraft 
Management 

Vendors

Payment Systems 
Providers

Stored Value Card 
Provider



THIRD PARTY OVERSIGHT  

Mortgage Servicing is especially high risk during 
times of significant default:

 Private Label/ Sub Servicing 

 Delegated Authority

 Reputational Risks

 Complaint Reporting/ Escalations  

 Property Preservation and Foreclosure Vendors



BUT WAIT THERE’S MORE: 2020 ELECTION YEAR
This may largely be driven by whether there is a divided 
presidency and congress or a sweep to one of the 
parties.

If Biden were to win, analysts have considered the 
following as likely policy goals:
 Reversing deregulation of financial institutions;

 Replacing the heads of financial oversight agencies;

 Reimpose Obama-era interpretations of Dodd-Frank rules;

 Increase the power and oversight of the CFPB;

 Increasing free education for families earning <$125,000;

 Easier options for consumers to bankrupt credit card debt;

 Enhancements to Social Security and Medicare;

 Doubling the minimum wage to $15/hour;

 Decreasing bank consolidation; and

 Increasing bank capital and liquidity.

Biden Economic Committee Members:
• Rep. Karen Bass (D-CA), Chair Congressional Black Caucus
• Sara Nelson, President, Association of Flight Attendants/Labor Rights 

Advocate
• Stephanie Kelton, Professor of Economics at Stony Brook University (modern 

monetary theory)
• Darrick Hamilton, Professor of Economics at Ohio State University (income 

inequality)
• Jared Bernstein, former chief economist and adviser to V.P. Biden
• Ben Harris, former chief economist and adviser to V.P. Biden
• Lee Saunders, President, American Federation of State, County and Municipal 

Employees
• Sonal Shah, Policy Director, Pete Buttigieg’s 2020 presidential campaign
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