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You Can’t Get
There from Here

Did the EU Just
Outlaw Almost
All Transfers of
Personal Data
to the U.S.?

By Roy Wyman
and Colton Driver

Corporations should
review their transfers
of data out of the EU to
the U.S.—a recent CJEU
decision may increase
the likelihood that they
are violating the GDPR.

On July 16, 2020, the highest court in the EU, the Court
of Justice of the European Union (CJEU), revealed its
judgment in what is commonly called “Schrems 2.0.”
Data Protection Commissioner v. Facebook Ireland and
Maximillian Schrems (Case C-311/18). This
case largely concerned the validity of different methods of cross-border data transfer
between the EU and elsewhere, and in par-

ticular: EU-US Privacy Shield and Standard
Contractual Clauses (SCCs). The popular
headline following the decision was that the
court struck down Privacy Shield self-cer-
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tification, which has been a common basis for exporting information out of the EU
and into the U.S., but confirmed that SCCs
(and Binding Corporate Rules (BCRs), addressed below) largely remained valid, with
additional language requiredto protect data
further. Unfortunately, the decision actually
casts a shadow of doubt over any reliance on
SCCs or BCRs for transfers of data from the
EU into the U.S. right now, at least until further guidance is provided.
For most client purposes, it is worth noting that this decision will affect multiple types
of businesses because of the GDPR’s territorial scope. Article 3, EU General Data Protection Regulation (GDPR): Regulation (EU)
2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ 2016 L 119/1. First, it will affect
any business that is an establishment in the

EU that transfers personal data to the United
States (regardless of where the data subject
whose data it is resides). Second, it will affect businesses not established in the EU that
transfer personal data of EU data subjects to
the United States. If a U.S. company is a vendor to an EU company in a way that requires
personal data to flow to the U.S., that relationship just became more complicated.
We begin with some high-level background. Max Schrems is a bit famous when
it comes to privacy law in the EU. A prior
case that he filed against Facebook Ireland resulted in the U.S.-EU Safe Harbor
framework—Privacy Shield’s predecessor—being struck down in October 2015.
Mr. Schrems’ concern all along has been
that personal data in the U.S. is not adequately protected because U.S. government
agencies have broad discretion to access it.
Once Mr. Schrems was successful in having
the court strike down the Safe Harbor, he
next pursued SCCs because those were the
fallback methods Facebook used to justify
its transfers to the U.S.
It is worth noting that Mr. Schrems’ issue
in the current case is not with SCCs in general, but with SCCs where data is going to
the U.S., because U.S. law does not provide
adequate protections for the personal data
of any EU data subjects. While this opinion carries implications for data transfers to
any non-EU country, it has a direct effect on
transfers into the U.S. Lastly, Mr. Schrems
did not go after the Privacy Shield directly
in this case because it did not take effect until after he filed his action. But the CJEU felt
it was worth looking at “the consequences
arising from the subsequent adoption of the
Privacy Shield Decision” in light of related
issues. Schrems 2.0, paragraph 151.
Privacy Shield
The effect of Schrems 2.0 on Privacy Shield,
which was a method of legitimizing transfers of data to the U.S. that over 5,000 companies and organizations self-certified
under, is quite clear. As of July 16, no transfer of data that relies on that framework is
legal. Entities that were relying on the Privacy Shield must immediately cease transfers or rely on a different basis. The decision
stated that “the limitations on the protection
of personal data arising from the domestic
law of the United States on the access and
use by U.S. public authorities of such data

transferred from the European Union to
the United States, which the Commission
assessed in the Privacy Shield Decision, are
not circumscribed in a way that satisfies requirements that are essentially equivalent to
those required, under EU law[.]” (The U.S.
Federal Trade Commission, following the
Schrems decision, has released a statement
that it continues “to expect companies to
comply with their ongoing obligations with
respect to transfers made under the Privacy
Shield Framework.” The FTC has taken the
position that, for companies under its jurisdiction, any public statement by such company must be materially true or it will be in
violation of U.S. consumer protection laws.
Such public statements could include a statement of Privacy Shield certification or the
company’s online privacy policy. As such,
a company may not be able simply to drop
Privacy Shield protections immediately. Instead, it will need to revise any public statements and make sure that all previously
received information is treated as promised
at the time of receipt (or obtain consent to a
different handling of data). Contractual obligations also may apply.)
The problem for organizations that prefer
to cite a different basis for ongoing transfers,
rather than discontinuing all transfers of
personal data immediately, is that the most
common methods they might otherwise cite
would be SCCs or BCRs. Those methods,
however, are also likely insufficient when
the data is going to the U.S. because of the
Schrems decision and subsequent guidance.
Standard Contractual Clauses
While the CJEU confirmed that SCCs are effective between the parties to the relevant
agreement, it went on to state, “although
those clauses are binding on a controller
established in the European Union and the
recipient of the transfer of personal data established in a third country where they have
concluded a contract incorporating those
clauses, it is common ground that those
clauses are not capable of binding the authorities of that third country, since they
are not party to the contract.” Schrems 2.0,
paragraph 125. Thus, transfers under SCCs
must consider risks in the third country and
cannot be used where a review of the law in
the respective third country reveals a conflict. In the U.S., that includes the risk that
the government will capture data under one
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of its surveillance programs (e.g., FISA),
which the court determined do not meet the
requirements of the GDPR with regard to
protection of the rights of non-U.S. citizens.
The court further stressed that in cases
where SCCs cannot provide guarantees that
the data will have the level of protection
required under EU law, “it may prove necessary to supplement the guarantees contained in those standard data protection
clauses” via “the adoption of supplementary measures by the controller.” Schrems
2.0, paragraphs 132, 133. It is not clear from
the judgment, however, what “supplementary measures” by a controller would mitigate the ability of the federal government in
the U.S. to intercept personal information
under FISA or otherwise. After all, what
could two private companies do to prevent
the U.S. government from intercepting data
via secret surveillance methods?
Subsequent to the Schrems 2.0 decision,
the European Data Protection Board (EDPB)
has released “Recommendations” documents that describe measures that can supplement transfer tools to ensure compliance
with EU-level protection of Personal Data
(Recommendations 01/2020), as well as essential guarantees for surveillance measures
by exporters of data (Recommendations
02/2020). In addition, the European Commission has released draft SCCs to replace
the current SCCs, but those are not likely to
be adopted before the first quarter of 2021.
For now, if a recipient of data (for example, in the U.S.) determines that “the legislation of the third country concerned [e.g., the
U.S. here, but even more so with respect to
countries like Russia or China] does not allow him or her to comply with the standard
data protection clauses,” the recipient must
notify the exporting entity and return or
destroy all copies of personal information
received. In addition, EU citizens affected
may have a right of action. Unfortunately,
Recommendations 01/2020 and Recommendations 02/2020 do not provide a onesize-fits-all solution, nor do they provide
assurances that, in all situations, data can be
transferred from the EU to the U.S. To the
contrary, EDPB guidance suggests that data
exporters should cease transfer of data to the
U.S. until security of data can be assured.
Implications of the Decision
The CJEU determined that its decision
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would not create a “legal vacuum,” and
therefore the decision appears to be immediately applicable. By that, the court meant
that Article 49 of the GDPR has always
existed (and will continue to exist) to provide for limited ways that data can flow
from the EU to another country even without an adequacy decision or appropriate
safeguards. Having said that, EU supervisory authorities are
required to suspend or prohibit a transfer of data to a third country pursuant
to [SCCs]… if, in the view of that supervisory authority and in the light of all
the circumstances of that transfer, those
[SCC] clauses are not or cannot be complied with in that third country and the
protection of the data transferred… cannot be ensured by other means.
In other words, all transfers to the U.S.
under the Privacy Shield or standard SCCs
are immediately suspect and the supervisory authorities have the power to pull the
plug on a data flow with a suspect justification attached to it. In fact, a number of Data
Protection Authorities (DPAs) have already
issued statements that may be of particular
concern to U.S.-based entities. The German
DPA in Hamburg noted its concern for any
transfers to the U.S. under either method.
“[We] must now quickly agree on how to
deal with companies that are now illegally
continuing to rely on the Privacy Shield. The
same applies to companies that use standard
contractual clauses for transmission to the
US and other third countries.” See ECJ suspends Privacy Shield and confirms standard
contractual clauses, Datenschutz-Hamburg,
July 16, 2020, https://datenschutz-hamburg.
de/pressemitteilungen (translated). Meanwhile, the Estonian DPA went so far as to
say, “If the protection of personal data cannot
be ensured, the transfer of data must be suspended. If the data transmission is to be continued, another appropriate safeguard must
be found.” See Transfers of personal data to
the United States have been further tightened,
Estonian Data Protection Inspectorate, July
17, 2020, https://www.aki.ee (translated).
Now What?
On November 10, the EDPB offered Recommendations 2020/01. At first glance,
the guidance is fairly straightforward, and
we’ve already referenced some steps above.
The enormous fines that can be issued un-

der GDPR are a significant risk to companies that the EU Supervisory Authorities can
reach, so encouraging those clients to “press
pause” and conduct an immediate analysis
really cannot be viewed as bad advice right
now. The EDPB broke down its advice in
Recommendations 2020/01 into six steps.
1. Know your transfers. Clients must be
very conscious of where their data is
going, and that is not purely because
of the GDPR. It’s a valuable practice
regardless, and something that should
be at the top of your list when it comes
to advising clients on next steps.

2. Verify the transfer tool on which your
transfer relies. Next, the EDPB recom-

mends that organizations verify the
transfer “tool” they plan to use. Again,
as lawyers advising U.S. organizations,
many of you were likely very familiar
with the fact that the United States does
not have adequacy with the EU under
GDPR Article 45, so you were already
looking to Article 46. The obvious issue
now is that your client’s prior Article 46
approach likely needs a lot of work. The
EDPB set out additional recommendations, though it is quite clear that a lot
remains up in the air.

3. Assess if there is anything in the law
or practice of the third country that
may impinge on the effectiveness of the
appropriate safeguards. You’ll note that

this is more or less what the decision
already stated, so this guidance is not
a surprise. The issue is that the EDPB
recommendations did nothing to help
clients understand how to address problems of this nature when they exist.

4. Identify and adopt supplementary measures that are necessary to bring the
level of protection of the data transferred up to the EU standard of essential equivalence. Again, the intent is

quite clear, but the questions that U.S.
companies and organizations are asking remain the same as they were on
July 16—with the same lack of clarity on the correct approach. Namely,
what on Earth could a private business effectively do to remove the possibility of U.S. intelligence intercepting
data? Particularly since the EU is concerned with the possibility rather than
the likelihood. While encryption (which
should probably be occurring anyway)

or pseudonymization may be sufficient
supplemental measures in some cases,
that’s unclear when the actor the EU is
concerned about is the U.S. government.
We note that there are some relatively
novel approaches to security included
in the Recommendations that may be
effective in particular situations. Nonetheless, the only way that clients can be
100 percent sure that they are following this EU guidance to the letter right
now when it comes to transfers of data to
the U.S. is to cease all transfers or limit
transfers to data that is outside the scope
of the GDPR.

5. Take any formal procedural steps
required to accomplish the adoption of
your supplementary measures.
6. Re-evaluate at appropriate intervals.

In the wake of this decision and the
EDPB guidance, entities relying on Privacy
Shield should immediately identify other

methods for transfer. For those relying on
the Standard Contractual Clauses, these
should be reviewed and supplemented with
a realization, at least for transfers into the
U.S., that it may be very difficult to protect even fortified SCCs fully from negative reviews by supervisory authorities and
private suits.
Some multinational entities may want
to consider obtaining approval for Binding
Corporate Rules (BCRs) that allow them
to transfer data to group companies. This
approach, however, is likely not viable for
small- and mid-sized companies, may have
limited functionality in some contexts, and
can take up to a year to obtain. Additionally, the Recommendations expressly state
that the reasoning from the Schrems 2.0
judgment “also applies to other transfer
instruments [like BCRs]… since all of these
are basically of a contractual nature…
[and] cannot bind third country public

authorities.” Recommendations 2020/01,
Paragraph 58. The EDPB even acknowledges that it does not know where Schrems
2.0 leaves BCRs, but what is clear is that
they are no safer than SCCs right now.
International transfers of personal data
covered by GDPR could become markedly
more difficult in the weeks to come, at least
until the dust settles. But there is a realization on both sides of the Atlantic that
these flows must continue to occur—for
the sake of both the EU and the U.S. economies. Hopefully, that realization will allow
for a compromise that adequately protects
EU data subjects without penalizing U.S.
companies or holding them accountable for
government conduct that they have no ability to prevent. And while the recent EDPB
Recommendations do not seem to take this
into account, at some point, business considerations will likely force these EU bodies to reconsider their positions.
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