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While state governments have always possessed the authority 
to impose and enforce cybersecurity regulations, traditionally, 
they have allowed federal agencies like the FTC or the SEC 
to spearhead the enforcement efforts. In light of recent high-
profile data breaches, this trend has shifted course, throwing 
financial firms into the enforcement crosswinds of both the 
federal regulatory agencies and the state governments. To 
this end, the Massachusetts Attorney General filed a complaint 
against Equifax on September 17, 2017, alleging violations of 
the Massachusetts Data Security Regulations. While it remains 
to be seen where the bulk of enforcement will come from, it is 
clear that cybersecurity is a priority for both state legislatures 
and regulatory agencies. As regulation and enforcement 
continue to progress, broker-dealers, investment advisers, and 
investment companies must remain alert to their compliance 
obligations.

The Office of Compliance Inspections and Examinations 
Report

On August 7, 2017 the Office of Compliance Inspections and 
Examinations (“OCIE”), in accordance with its Cybersecurity 
2 Initiative, published a report detailing its examination of 
cybersecurity compliance amongst financial firms. The OCIE’s 
National Examination Program staff examined a group of 
75 broker-dealers, investment advisers, and investment 
companies registered with the SEC. The examination tested 
the firms’ procedures and controls surrounding cybersecurity 
preparedness. The OCIE Report is indicative of the issues that 
most commonly plague financial services industry firms. This 
article aims to provide practical guidance on how to resolve 
these issues.

Does the OCIE Report set a standard/why does it matter?

While many industry professionals seek clear standards for 
cybersecurity compliance, bright-line rules remain elusive. 
Unfortunately, compliance with the findings and measures 
suggested by the OCIE Report do not create an industry 
standard nor a safe harbor. However, the OCIE Report 
is perhaps the most informative resource on real-world 
weaknesses in compliance and practical guidance solutions.

What are the areas of weakness that the OCIE identified?

Almost all firms investigated maintained some form of written 

policies and procedures pertaining to the cyber-protection of 
client records, however, the report concluded that a majority 
of the firms’ information protection policies were deficient. 
Common problems include:

The policies and procedures “were not reasonably tailored” to 
protect client information in accordance with Regulation S-P, 
which requires firms to customize security policies in order to 
protect client information. The policies and procedures were 
not reasonably tailored because “they provided employees 
with only general guidance, identified limited examples of 
safeguards for employees to consider, were very narrowly 
scoped, or were vague, as they did not articulate procedures 
for implementing the policies.”

In some instances, where the policies and procedures were 
proper, the firms did not “adhere to or enforce policies and 
procedures, or the policies and procedures did not reflect the 
firms’ actual practice.” For example, where some firm policies 
and procedures required annual penetration tests, ongoing 
reviews of supplemental security protocols, or continued 
employee cybersecurity training, the firm simply failed to 
enforce their own policies and procedures.

The OCIE Report also found areas of concern with Regulation 
S-P among firms that did not adequately conduct system 
maintenance. Some firms used outdated operating systems 
that were no longer supported by security patches.

Finally, some firms were cited for their lack of remediation 
efforts. The report notes that “high-risk findings from 
penetration tests or vulnerability scans did not appear to be 
fully remediated in a timely manner.”

Practical Guidance for Compliance

To comply with cybersecurity regulations it is indispensable 
to maintain and adhere to vigorous written policies and 
procedures. The OCIE Report concluded that the following 
suggestions were common amongst the “robust policies and 
procedures” that it reviewed. 

1. Memorialize the policies and procedures in a formal writing.

2. Provide situational instruction and training to employees.

3. Include step-by-step guides and instructions, rather than 
large lists of rules and requirements. 

4. Conduct penetration tests and provide specific information 
and instructions to review the effectiveness of security 
solutions.
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5. Monitor access rights by recording all requests for 
access. Have a policy in place that specifically addresses 
modification of access rights in scenarios like employee 
hiring, changing positions or responsibilities, and 
terminating employment.

6.  Maintain an inventory of data, information, and vendors. 
Policies and procedures should include an inventory of 
data and information, along with classifications of the 
risks, vulnerabilities, data, business consequences, and 
information regarding each service provider and vendor. 

7.  Limit access to controls and access to data and systems. 
Strong firm policies may include:

a. Restrictions on access to outside networks when using 
firm equipment

b. Restrictions on use of mobile devices that connect 
to the firm’s systems, such as requiring passwords or 
encryption software

c. Requiring third-party vendors to provide records of their 
activity on the firm’s networks

d. Requiring immediate termination of access to 
terminated employees

8.  Make employee training mandatory at on-boarding and 
periodically thereafter. Institute a policy to ensure this 
training is complete.

9.  Senior management should be aware of and approve 
cybersecurity policies. 

10. Enact a provision to ensure that all policies and procedures 
are actually adhered to and executed as planned. This 
might involve hiring a Chief Compliance Officer or formally 
assigning this responsibility to an already existing position.

Where will the SEC focus compliance enforcement?

The SEC’s 2017 Examination Priorities Letter fortified the 
SEC’s rigorous stance on cybersecurity, once again focusing 
on protection of client information. The Examination 
Letter, as well as the OCIE Report, indicate that the SEC is 
focused on compliance procedures and controls, as well as 
implementation of those procedures and controls. 

In a large enforcement action against Morgan Stanley last 
year, the SEC issued an order finding that Morgan Stanley 
“failed to adopt written policies and procedures reasonably 
designed to protect customer information.” Morgan Stanley 
settled the charges by agreeing to pay a $1 million penalty. 
The SEC will likely continue to enforce cybersecurity 
regulations with a particular focus on adherence to the 
policies and procedures detailed in the OCIE Report. 

Consequences of Non-Compliance

The consequences of non-compliance will vary based 
on whether an action is pursued under state law or by a 
regulatory agency. A claim under state law will subject the firm 
to civil liability, whereas a regulatory enforcement action will 
subject the firm to administrative discipline. 

The key distinction between state law and regulatory 
enforcement is the type of event that must take place in order 
to trigger liability or disciplinary measures. Federal regulatory 

agencies, like the SEC, may discipline a firm for simply failing 
to maintain adequate policies and procedures to safeguard 
consumer information (no data breach is necessary!). 
Whereas, under state laws, liability will be triggered only after 
an actual breach of cybersecurity. 

In the event of a cybersecurity breach, firms must be aware 
of their obligation to report the breach to the appropriate 
individuals or entities.1 State laws vary as to who firms must 
notify and when firms must notify them.2 To complicate 
matters even further, state laws vary as to what level of harm 
the data breach must cause in order to trigger a notification 
requirement. In some states, like California, every data breach 
must be reported. In others, like South Carolina, a data breach 
does not need to be reported if the firm reasonably believes 
that illegal use of data has and is not reasonably likely to 
occur and use of information does not create a material risk of 
harm to a resident. 

Thus, in the event of a data breach it is important for broker-
dealers, investment advisors, and investment companies to be 
aware of their state-imposed disclosure obligations, as they 
may vary. 

Civil penalties under state laws may require firms to pay 
economic damages and to offer identity theft prevention 
services for free. Regulatory enforcement actions may result in 
censures and financial penalties.

Conclusion

While broker-dealers, investment advisers, and investment 
companies are subject to state cybersecurity regulations 
and enforcement, the lion-share of these proceedings have 
been brought by the federal regulatory agencies. With more 
states enacting cybersecurity legislation, financial firms should 
keep a keen eye on enforcement patterns. As always, now 
is the appropriate time to incorporate some of the guidance 
provided here and ensure that your firm is in compliance with 
its cybersecurity obligations. 

Cyber Security is so big right now that SEC Commissioner 
is floating an idea to delay reporting of certain data that it 
requested because it isn’t sure if it can protext it
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1. To read more about reporting obligations see Louis Dempsey’s Article “Data Breach! What to Know 
About Where to Go..” in the May 2017 NSCP Currents
2. To date, there is no federal law on data breach notification requirements; however, Rhode Island 
Congressman Jim Langevin reintroduced the Personal Data Notification and Protection act in September 
2017 in an attempt to provide a uniform standard. 
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