
Data Breaches

Three Cities Step Out of Character
and Bring Data Breach Suits

Three cities have taken on new, more active roles as
they seek redress for their citizens by bringing lawsuits
over massive data breaches, privacy attorneys say.

Such claims have long been filed by state or federal
authorities and city lawsuits over data breaches ‘‘could
be emerging as a nascent trend,’’ Kevin Coy, a partner
in the privacy practice at Arnall Golden Gregory LLP in
Washington, told Bloomberg Law.

Los Angeles Dec. 4 filed a civil action against Uber
Technologies Inc., following revelations about a 2016
breach that compromised the data of more than 50 mil-
lion riders and 7 million drivers. Los Angeles City Attor-
ney Mike Feuer filed the claim just days after Chicago
hired a plaintiffs’ law firm to represent the city against
Uber in a claim stemming from the same breach.

‘‘A lot of lawmakers went to bat for Uber to make
sure they can operate in their cities, so there’s a little bit
of soreness there,’’ Erik Knight, president of cloud-
based security router company SimpleWan, told
Bloomberg Law.

Chicago has joined San Francisco in suing Atlanta-
based credit bureau Equifax inc. over the breach of 143
million customers’ data.

Heightened Accountability Following the Equifax
data breach, there has been an effort to hold account-
able companies and their executives for data security
and legal compliance, David F. Katz, a partner in Nel-
son Mullins Riley & Scarborough’s Atlanta office and
head of its privacy and information security practice
group, told Bloomberg Law.

The recent breach suits seem to come from large cit-
ies in states with robust data breach notice frameworks
that require expedient notice of an incident, Mitzi L.
Hill, a technology partner at Taylor English Duma LLP,
told Bloomberg Law.

‘‘If a trend is emerging it is one of zero tolerance by
regulators for failure to comply with the explicit statu-
tory requirements,’’ Katz said.

Despite the fact that these types of consumer protec-
tion actions are traditionally filed by federal and state
government agencies, new lawsuits brought by cities
aren’t likely to create conflicts, as the cases are often
consolidated and settled.

According to Knight, there will likely be about five to
10 data breach class actions filed against Uber, which
will ultimately merge.
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