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Cyber-UCyber-U
By Nicolette corso Vilmos aNd Wesley mcculloch

Health Care Companies Face 
Financial Strain from Data Breaches

The intersection of health and bankruptcy 
law could not be more pronounced in the 
event of a cataclysmic event. A cyberattack 

is such an event. Following the cyberattack on 
Colonial Pipeline, which led to a multiday shut-
down of the pipeline and an East Coast fuel short-
age, the Department of Justice (DOJ) heightened 
the priority of ransomware attacks.1 Recognizing 
the devasting impact that cyberextortion can have 
on individuals, businesses and supply chains, the 
DOJ now has protocols in place to treat ransom-
ware attacks the same way it treats terrorism.2 The 
health care industry has increasingly become a vic-
tim of these devastating cyberattacks.3 Notorious 
for lax and outdated cyberprotection, health care 
companies provide the perfect combination of 
being an easy target with an abundance of data, 
not to mention the tangible risk to patient well-
being and the unique financial pressures associ-
ated with breaches of electronic protected health 
information (ePHI).4

 The combined costs of internal incident 
response, notifications to consumers, defense costs, 
and fines and damages are staggering, with the aver-
age cost of a health care data breach approaching 
$10 million.5 As a result, even a single cyberat-
tack can strain the financial solvency of health care 
organizations and push them to the brink of bank-
ruptcy. Therefore, health care organizations should 

view cyberattacks as a risk to the survivability of 
the business as a whole and implement techniques 
to mitigate the occurrence of cyberattacks and the 
financial fallout that results.

Increased Cyberattacks 
on the Health Care Sector
 Data breaches in the health care sector have 
set an annual record high since 2016,6 and these 
breaches often compromise astronomical amounts 
of patient information.7 A study on health care data 
breaches from 2020 found that an average of 40,000 
people were impacted by each breach.8 During the 
first six months of 2019, 31.6 million health care 
records were breached.9 
 Hackers infiltrating health care companies’ 
networks are typically targeting ePHI,10 which can 
include medical records, health insurance informa-
tion and patient-identifying information such as 
Social Security numbers and addresses.11 By gain-
ing access to sensitive health, demographic and 
financial data, hackers profit by selling the informa-
tion on the dark web, leading to an increased risk 
of patient identity theft, home equity loan fraud 
and tax fraud.12 The Verizon 2021 Data Breach 
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Investigation Report (DBIR) found that of the data incidents 
surveyed, 66 percent of the data breached was personal data 
and 55 percent was medical data.13 
 Cybersecurity attacks in this sector are not only aimed 
toward hospitals and doctor’s offices, but also pharmacies, 
insurance companies and business associates of health care 
providers.14 A 2020 survey of more than 1,000 data breach-
es found that one out of five incidents targeted the health 
care sector.15 Data breaches in health care increasingly 
come from ransomware that often gains access to a com-
pany’s network through phishing emails.16 Ransomware is 
used to infiltrate electronic devices and encrypt valuable 
files, making them unusable.17 Once ransomware actors 
have encrypted the files, they then demand monetary pay-
ment to decrypt the files and threaten to lock out the user 
permanently — or even sell the data on the black market.18 
Other sources of vulnerability for health care entities are 
their business associates and vendors.19 Health care com-
panies share credentials and grant remote access to their 
business associates and vendors, thus increasing their risk 
of a data breach.20

 The financial fallout of these breaches and the marked 
increase in dollar amounts at stake can be calamitous for 
health care companies. In 2020, the average initial ransom 
demanded by hackers in attacks on the health care sector 
was roughly $4.5 million and the average paid out by health 
care companies was approximately $900,000.21 In addition 
to potential ransom payouts and remediation costs, health 
care companies that experience a data breach for failure to 
comply with HIPAA security regulations can be subject to 
substantial fines and can face massive lawsuits brought by 
those impacted by the breach.22 
 The Department of Health and Human Services Office 
of Civil Rights (OCR), which investigates reported breach-
es of protected health information under HIPAA, is willing 
to impose fines and require costly audits and compliance-
monitoring of entities that manage data-protected health 
information. The OCR settled more than $13 million in 
penalties alone in 2020.23

 Data breaches can also trigger notice and credit-monitor-
ing obligations under both HIPAA and state law, which can 
be extremely costly. As a result, covered entities in multiple 
states must also review each individual state law to deter-
mine compliance obligations. State attorneys general also 
enforce their own data-protection and trade-practice laws 

in the wake of large-scale breaches. Recognizing the ever-
increasing risks of these attacks, the Healthcare and Public 
Health Sector Coordinating Council recently urged President 
Joe Biden to include cybersecurity for the health care indus-
try in his infrastructure plan.24 
 
Hospital Cyberattacks
 Given the impact and increased frequency of these 
cyberattacks, hospital systems have continued to make dis-
turbing headlines over the past year, particularly as these 
attacks have involved the use of sophisticated ransomware 
to paralyze providers and endanger patients. As a result, 
hospitals suffer unique ethical concerns in providing acute 
health services and protecting patient data, but also staying 
financially afloat.
 In September 2020, Universal Health Services Inc., one 
of the nation’s largest hospital chains, suffered a crippling 
ransomware attack.25 In response, Universal shut down com-
puter systems used for medical records, laboratory tests and 
pharmacy information across nearly 250 of its facilities, 
causing Universal to divert patients and cancel surgeries.26 
Although Universal later confirmed in February 2021 that 
the weeks-long disruption did not result in a data breach 
or require a ransom payment, the company did not emerge 
unscathed.27 Due to the inability to take on patients as nor-
mal and expenses to restore its systems, Universal indicated 
that the cyberattack cost the company $67 million before 
taxes.28 During a similar cyberattack in October 2020, Sky 
Lakes Medical Center in Oregon estimated $10 million in 
costs and lost revenue.29 While a cyberhacker may have the 
option to wait for weeks on end for a ransom payment, a 
patient scheduled for an important surgery might not have 
that luxury. Further, cyberattacks impose substantial finan-
cial pressure on health care providers as they rebuild both 
their electronic infrastructure and public image, even absent 
the prospect of possible ransom payments or statutory fines 
from a data breach.
 While present news headlines are reason enough for 
concern, health care providers should find recent litigation 
instructive as to the importance of maintaining robust cyber-
security infrastructure and the associated risks of falling 
short. In 2015, Anthem, one of the nation’s largest health 
insurance companies, suffered a massive data breach, with 
nearly 79 million people impacted.30 In this case, the hack-
ers gained access to the private information of Anthem’s 
members and employees, such as names, birthdays, Social 
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 Anthem faced record-breaking monetary consequences 
from all angles. The OCR found that Anthem should have 
implemented measures to prevent hackers from gaining 
access to private information once they had entered its 
system.32 The OCR fined Anthem $16 million, the larg-
est fine to date, noting that a “‘breach of trust’ calls for 
a large penalty.”33 Consumers also brought a class action 
against Anthem for compromising their personal data. 
After nearly three years of litigation in 2018, a California 
federal judge approved a settlement for $115 million to 
cover credit-monitoring and out-of-pocket expenses for 
the class members,34 not including the $31 million award-
ed in attorneys’ fees.35 
 Although Anthem has not been pushed into bankruptcy 
by these staggering figures and has continued to grow as a 
business,36 its negligence in maintaining its electronic infra-
structure should serve as a warning to other health care busi-
nesses. Even though Anthem’s data breach did not impact 
critical patient care, as has occurred with other hospitals, all 
health care providers should be aware that cyberattacks and 
corresponding data breaches can pose more than hefty litiga-
tion expenses and statutory penalties.
 Another costly example is the data breach at American 
Medical Collection Agency (AMCA), which provided 
medical debt-collection services to laboratories and 
medical testing facilities such as Quest Diagnostics and 
LabCorp.37 From August 2018 to March 2019, an unau-
thorized user breached AMCA’s systems and compro-
mised at least 24 million patient records.38 Despite receiv-
ing multiple notices from the banks that processed its pay-
ments about potential security breaches, AMCA did not 
discover the intrusion until March 2019.39 AMCA began 
notifying its clients in June 2019, and filed for bankruptcy 
within a few weeks.40

 The direct costs of the breach were substantial. By 
June 2019, AMCA had incurred more than $400,000 in pro-
fessional service fees alone to investigate and remediate the 
breach.41 In addition, AMCA spent approximately $4 million 
to mail notices to 7 million affected individuals, representing 
only a fraction of the individuals ultimately affected.42 
 AMCA was also subject to claims from the attorneys 
general of 41 states where the affected individuals resided. 
In December 2020, AMCA obtained permission to settle 
the claims with the state creditors and filed to dismiss the 
bankruptcy.43 As part of the settlement agreement, which 

was reached in March 2021, AMCA must develop and 
implement a new written information security program 
and incident-response plan, hire a third-party auditor to 
assess its new program, and provide ongoing cooperation 
with the attorneys general in investigating the breach.44 
AMCA will owe the states $21 million if it fails to comply 
with the settlement.
 
Mitigating a Breach’s Financial Impact
 Studies have shown that implementing cybersecurity 
measures to prevent an attack can, depending on the incident, 
represent an economic value of $400,000 to $1.4 million in 
savings versus containment, remediation and recovery costs.45 
Strong cybersecurity measures can also limit the scope of the 
breach, such as when the nation’s largest propane provider 
was recently able to limit a security breach to only an 8-sec-
ond intrusion that affected only 123 individuals.46 
 Maintaining cybersecurity controls can also impact 
fines. The OCR might consider several factors in assessing 
fines or requiring audits, including the nature and extent of 
the violation, nature and extent of the harm to the individu-
als affected, and whether a substantial fine would jeopar-
dize the entity’s ability to provide health care. Beginning in 
March 2021, the OCR must also consider whether the entity 
had “recognized security practices” for at least 12 months 
prior to the violation. 
 Cyberinsurance might also provide monetary relief, 
although in the case of ransomware payments, particu-
lar issues arise. If the cost of payouts begins to exceed 
the costs of replacing and restoring equipment and data, 
insurers will be less likely to continue underwriting such 
policies. In addition, the act itself of making ransom pay-
ments presents risks. First, there is no guarantee that the 
attacker will release ransomed assets once the payment has 
been made. As a result, the Federal Bureau of Investigation 
(FBI) does not recommend making these payments.47 
Second, making ransom payments raises questions of 
whether the payment constitutes funding terrorist groups 
and rogue states. The Department of the Treasury’s Office 
of Foreign Asset Control has warned that entities making 
ransom payments to designated malicious cyberactors risk 
government sanctions.48

 
Conclusion
 Robust cybersecurity practices are a must for any 
health care organization. When a cyberattack occurs, 
health care providers face the immediate concern of 
patient well-being, but also struggle to protect health 
information and reduce the financial impact to continue 
providing care. A quality information-security program 
helps reduce the likelihood, scope and impact of any secu-
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rity incident, which not only drives down direct mitigation 
costs, but may also lessen fines and the remedial measures 
that could result.
 Falling prey to cyberattacks will force many health care 
entities to seek bankruptcy relief. However, the most effec-
tive way to address future cybersecurity incidents is to plan 
today. By taking steps now, health care entities and business 
associates can reduce the financial impact when a cybersecu-
rity incident does occur. Doing so might help hedge against 
catastrophic financial strain on the company as a result of the 
attack, in turn preventing the need for bankruptcy.  abi
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